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Malicious websites have become a main cyber threat. Despite the substantial effort made by re-
searchers and practitioners, some fundamental problems regarding effective defenses against these
attacks remain open, such as: What are the emerging trends of malicious websites? How should
we cope with the new trends? What do we need to do to help law-enforcement deal with them?
This dissertation addresses these problems by making three contributions. The first contribution
is to characterize the emerging themed threats including themed malicious websites, which repre-
sent one trend as evidenced by the many malicious websites exploiting the COVID incident. The
characterization offers a deep understanding of the attacks, which leads to the second contribution,
namely the investigation of how to detect the emerging themed malicious websites exploiting the
COVID-19 incident. While the preceding two contributions are from a purely technological point
of view, the third contribution investigates the gap between technology and law-enforcement with
respect to malicious websites. Understanding and addressing the gap is essential because we antic-
ipate that the law-enforcement eventually needs to be involved in dealing with malicious websites,
if not already. For this purpose, we focus on investigating how to support the law-enforcement deal-
ing with blacklisted websites while highlighting two important factors: one is the trustworthiness
of Machine Learning methods in predicting malicious websites, which is important because black-
lists are not perfect; and the other is how to interpret or explain the individual predictions (possibly
in the court), which existing black-box ML models can not provide. The resulting methodology

could be leveraged to cope with malicious websites towards ultimately eliminating, or at least ad-

Vi



equately mitigating, them. Finally, we present case studies with real-world datasets to show the

usability and efficacy of the proposed methods.
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CHAPTER 1: INTRODUCTION

1.1 Dissertation Motivation

Cyberattacks exploiting websites as a medium have become a persistent problem, triggering the
need to cope with malicious websites. There are many proposed systems and methods to detect
and tackle malicious websites. However, there is a never ending arms race between the attackers
and the defenders, namely that attackers attempt to find new evasive techniques and tactics to avoid
detection and takedown by defenders, whereas defenders aim to detect and cope with increasingly
more sophisticated malicious websites. As a consequence, it has become increasingly challenging
to design effective defenses against the increasingly sophisticated attacks that attempt to exploit
their weaknesses [209].

In the past decade, Machine Learning (ML) and Deep Learning (DL) based models became
very popular in many contexts of cybersecurity as computers can process significantly faster than
what was offered 20 years ago [27]. Moreover, data-driven approaches, also known as data an-
alytics, has been very popular as big data handling and analysis became a reality [27]. Even
from the point of view of malicious website detection and classification, ML and DL based mod-
els are often proposed to cope with the problem of malicious website detection (see, for exam-
ple, [9, 10, 32,40, 44, 57,76, 133, 165, 185, 196, 197, 220-222, 244]); more discussion on related
prior studies will be presented in the respective technical chapters.

Despite the many studies, we encounter the issue that the existing methods have not adequately
addressed the characterization and detection of emerging threats of themed malicious websites,
which have seemingly become a trend and can possibly impose a bigger threat [S]. This motivates
us to conduct a systematic study on this emerging perspective of malicious websites. Specifically,
we propose characterizing the landscape of themed malicious websites and develop methodologies
to detect them with supervised machine learning model [6].

Moreover, we observe that traditional ML based approaches are usually black-box models and

hard to explain why they make certain classification [142, 186]. This means that these models are



not adequate to support decision-making in the real world because they force decision-makers to
trust their classifications. Indeed, the use of ML based black-box models have become questionable
[103] because of the trust and transparency issues have significantly reduced the adoption of ML
and DL based methods in practice. The state-of-the-art is that there is very little knowledge on
how well these models would be when applied to cope with websites in the wild; for example,
adversarial examples of malicious websites [220] can easily evade advanced models that aim to
detect malicious websites. This issue motivates us to adapt ML interpretability (also known as
explinability) and probabilistic prediction to the context of detecting malicious websites, as a first
step towards quantifying the trust one can put on the classifications made by ML models.

This dissertation further introduces a new dimension of the problem of defense against mali-
cious websites, namely the law-enforcement perspective. It aims to help the law-enforcement in
coping with malicious blacklisted websites, which may be given by third-parties or by ML based
models. However, these given malicious websites may not be truly malicious because the third-
parties and ML models may not be trustworthy. This perspective is an important matter because
the law-enforcement needs to make reliable decisions in coping with these websites; for exam-
ple, a false-positive may do more damage than good (e.g., the law-enforcement may get sued by
wrongly take down a legitimate website or disrupt regular business of legitimate websites). To deal
with the problem, we propose using probabilistic classification and interpretability to enhance the

trustworthiness of the classifications made by ML models [143].

1.2 Dissertation Aims and Objectives

The aims of the dissertation are in three-fold:

* Conducting research to protect web users from emerging themed cyberattacks and malicious

websites.

* Investigating effective and efficient defenses against themed malicious websites by actively

detecting them.



» Studying technical means to support cyber defenders (e.g., blacklist authorities, law-enforcement,
domain hosting companies) with effective defense decision-making tools incorporating trust

and transparency for handling malicious websites.

The main objectives of the dissertation are to devise defense tools against malicious websites,

including:

* Characterizing the landscape of themed attacks and malicious websites exploiting COVID-

19 as themes.

* Detecting themed malicious websites exploiting COVID-19 related themes those are regis-

tered in large volumes to amplify attack effects.

* Proposing a framework to support law-enforcement decision-making to take effective actions

against truly malicious attacker-owned websites given by some blacklists.

1.3 Dissertation Contributions

The main contributions of this dissertation are summarized as follows:

» The dissertation provides a characterization of the landscape of cyberattacks exploiting themed
malicious websites and their level of sophistication in terms of techniques, tactics, and
procedures (TTP) by conducting a retrospective analysis. This research has been published

as [5].

* The dissertation proposes a novel methodology for detecting emerging malicious websites
which are themed with COVID-19 pandemic incident. It also provides a real-world case
study on the characterization and data-driven detection of COVID-19-themed malicious
websites. However, the proposed methodology can also be adapted for other X-themed

malicious websites. This research has been published as [6].

* The dissertation proposes a novel framework for supporting law-enforcement decision-making

while dealing with blacklisted websites. It demonstrates how to distinguish the truly mali-



cious (e.g., attacker-owned or attacker-operated) websites, which should be taken down,
from the websites which are owned or operated by legitimate users but have been compro-
mised and then abused to wage attacks, meaning that these websites’ owner or operators
should be notified for cleaning up rather than taking them down. The framework leverages
interpretable ML models to provide probabilistic predictive classification and local inter-
pretation for individual prediction outcome (e.g., why a particular website is classified as
truly malicious rather than compromised or benign). This enhances the overall trust and
transparency for effective decision-making by the law-enforcement. This research has been

submitted for review as [179].

1.4 Dissertation Organization

The rest of this dissertation is organized as follows: Chapter 2 presents the characterization of the
landscape of cyberattacks exploiting themed malicious websites and other themed threats and a
brief introduction on the available defense strategies.

Chapter 3 investigates ML based detection system for characterizing and detecting newly
emerged COVID-19 themed malicious websites in the wild. During the evolution of COVID-
19 pandemic, the attackers have exploited the opportunity because of the elevated uncertainty and
confusion on web users and the increase in remote working tendency. For example, there are a large
volume of new websites that were registered with a theme aligning with some form of services or
products related to COVID-19.

Chapter 4 presents a framework to support the law-enforcement in decision-making when deal-
ing with blacklisted websites. This framework provides answer to the question “what to do?” when
the law-enforcement is provided with blacklisted URLs as input. The final outcome of this frame-
work incorporates probabilistic class prediction and explanation (i.e., interpretability) on why a
ML model predicts a website as truly malicious vs. compromised but legitimate.

Chapter 5 concludes the dissertation with a concise discussion on the limitations of the pre-

sented ideas and their results. This chapter also highlights the many areas that need to be further



investigated from a broader context of cybersecurity. The importance of the problem justifies that
these directions should be further and systematically investigated. Thus, the hope is that the dis-

sertations will inspire many more studies in the future.



CHAPTER 2: CHARACTERIZING THE LANDSCAPE OF EMERGING

THEMED THREATS

Themed cyberattacks are an emerging new trend of attacks that use a specific event to target a
group of victim users. Especially, during the COVID-19 pandemic we observe a rise in this type
of themed cyberattacks mostly leveraging various social engineering tactics to exploit user trust
with various COVID-19 related themes [11,205]. In particular, work-from-home has become a
new norm for employees during the pandemic, which enhanced the attack surface significantly
and created a plenty of opportunities for the attackers. Despite the fact that COVID-19 pandemic
can equally impact innocent people and cyber criminals, it is ironic to see surges in cyberattacks
leveraging COVID-19 as a theme, dubbed COVID-19 themed cyberattacks or COVID-19 attacks
for short, which represent a new emerging threat and has got the attention after the beginning of
the pandemic [105]. In this chapter, we make one of the earliest step towards fully characterizing
the landscape of these attacks along with themed malicious websites [6,217] and the sophistication
level of these attacks via the Cyber Kill Chain model. We also briefly explore the solution space

of defenses against these attacks.

2.1 Chapter Introduction

The COVID-19 (Coronavirus) pandemic has had a huge impact on the global society and economy.
It attacks everyone, including both the innocent people and the cyber criminals. Ironically, we have
witnessed surges in cyberattacks leveraging COVID-19 as a theme, dubbed COVID-19 themed cy-
berattacks or COVID-19 attacks for short. We observe that global events such as the COVID-19
pandemic has created scopes for attackers to victimize users capitalize on the situation with these
emerging themed threats when tensions, fear, and confusions are all around society [23,136]. Previ-
ously we have seen a rise in attacks like spear-phishing, malware down-loaders, scamming threats,
impersonating official representatives, credit card scamming, dating scams, telephony scams, and

frauds during holiday seasons or tax seasons [56, 109, 166, 199]. But, due to the unprecedented



volume of work-from-home (WFH) policies, COVID-19 has extend the attack surface and higher
ROI (return on investments) opportunities for cyberattackers. For example, there is a 32 times
increase in the malware and phishing websites from February 25, 2020 to March 25, 2020 [190];
Google has been reported to be blocking around 240 million COVID-19 related spam emails and
18 million phishing and malware emails daily [88] during that time; there is a 148% increase in
ransomware attacks in March 2020 over February 2020 [168]. Moreover, different APT groups
are eyeing to spread data exfiltration malware through emails, SMS, and social media links. Most
attackers mainly aim to gain financial benefits and gather credentials or sensitive personal infor-
mation from the victims, which they can later use for get-in enterprise networks or sell on the
DarkWeb [85]. Additionally, we see a surge in Zoom-bombing attacks during COVID-19 which
leverage vulnerabilities in remote meeting software used for remote work at a unprecedented vol-
ume [24]. The situation is further exacerbated since home computers or devices are often less
protected than their enterprise counterparts. Indeed, a CheckPoint survey [175] has reports that
55% of security professionals are concerned with remote access and 47% are concerned with their
employees using shadow IT systems from their home. In the beginning, COVID-19 attackers have
mainly targeted the finance, healthcare, government, media streaming, retail business, and COVID-
19 research sectors. In response, experts have recommended using multi-factor authentication for
critical transactions, virtual private networks for remote access, and regularly patching and updat-
ing software as immediate solutions [141]. In brief, we find COVID-19 attacks are an emerging
threat and a new phenomenon that is here to stay longer and possibly be imitated in future events.

Hence, it is important to understand them thoroughly to pave a way for effective defense.

Chapter Contributions. In this chapter, we make a first step towards understanding COVID-
19 themed cyberattacks. Specifically, we explore five classes of these attacks, namely themed
malicious websites, themed malicious emails, themed malicious mobile apps, themed malicious
messaging, and themed misinformation. In order to characterize these attacks, we map them to
the Cyber Kill Chain model [90]. We show that they can use multiple attack techniques to achieve

multiple attack goals. We find that COVID-19 attackers have been professional rather than oppor-



tunistic and have been heavily employing various social-engineering attack techniques. We further
explore the solution space of defenses against COVID-19 attacks. Since COVID-19 attacks do
have their counterparts that are not specific to the COVID-19 incidents, our focus is on exploring
the COVID-19 specific aspects. To the best of our knowledge, this is the first systematic charac-
terization of COVID-19 attacks and defenses, which can be adapted to cope with any “X -themed
cyberattacks” that may emerge in the future, where X can be any kind of social incidents (e.g.,

election, natural or man-made disaster, war).

Chapter Outline. Section 2.2 characterizes COVID-19 attacks along with complexity of attacks
using themed malicious websites. Section 2.3 explores the defense solution space. Section 2.4

discusses the closely related works. Finally, section 2.5 concludes the chapter.

2.2 Characterizing COVID-19 Attacks

We characterize 5 classes of COVID-19 attacks: malicious websites, malicious emails, malicious
mobile apps, malicious messaging, and misinformation. For this purpose, we collect existing news
reports and blogs on relevant cyberattacks, manually verify them, and propose mapping them to
the Lockheed Martin’s Cyber Kill Chain [90], which is a model consisting of the following 7 stages
as shown in figure 2.1. (i) Reconnaissance (Recon), which corresponds to pre-attack plannings,
finding vulnerabilities, collecting possible victims, and setting attack goals. (i1) Weaponization,
which corresponds to setting up attack propagation mediums, injecting malicious contents into the
mediums, and setting up traps to fool the identified victims. (iii) Delivery, which corresponds
to the attacker’s penetration into a victim’s system through some entry point. (iv) Exploitation,
which corresponds to the wage of actual attacks against a victim’s system. (v) Installation, which
corresponds to the installation of malicious payloads on a victim’s system. (vi) Command-and-
Control (C2), which corresponds to the attacker’s use of remote access to the victims’ systems.

(vil) Objectives, which corresponds to the accomplishment of the attacker’s pre-determined goal.

COVID-19 themed attacks have mainly targeted the finance, healthcare, government, media
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Figure 2.1: Stages of the Cyber Kill Chain model [127]

streaming, retail business, and COVID-19 research sectors. Often times these sectors become a
target partly because the employees switch to the practice of work from home (WFH). This not
only makes the end points (e.g., computers at home) an ideal “stepping stone” for the attackers
because they are typically less secure than the enterprise computers that are protected by IT pro-
fessionals, but also enables the attackers to leverage man-in-the-middle and social engineering
attacks because there are no strong end-to-end (i.e., home-to-enterprise) authentications [55,202].
Moreover, we see a surge in Zoom-bombing attacks during COVID-19 which leverage vulnera-
bilities in remote meeting software used for remote work at a unprecedented volume [24]. The
health care sector, including hospitals, remains to be an important target of COVID-19 themed cy-
berattacks as they are overwhelmed with COVID-19 patients [20]. The government, including city
counselor and governor’s offices, is also targeted by COVID-themed scams and social engineering
attacks, perhaps because they are dealing with many urgent purchases of medical items [100]. The
media streaming sector is targeted for phishing, scams, and social engineering attacks as they are
getting more user attentions for alternative recreation during stay-at-home orders [157]. The med-

ical research centers on COVID-19 are also targeted by COVID-19 themed attacks by state backed



cyber criminals [215].
In summary, attackers appear to have been quickly adapted to target services that remain vir-
tually operating often by victims working from vulnerable home networks during the COVID-19

pandemic. We discuss the 5 classes of COVID-19 themed attacks in the following subsections.

2.2.1 COVID-19 Themed Malicious Websites

Attackers have abused websites to wage COVID-19 attacks to steal login credentials, sell fake
medications related to COVID-19, and inject malicious payloads into these themed websites to
distribute malware [25,71,98]. We map these attacks to the Cyber Kill Chain model as follows.
(i) Reconnaissance: An attacker selects target audience, chooses a COVID-19 related target
theme, searches for cheap and unregulated domain registration and web hosting services, and
sets attack goals. (i1) Weaponization: An attacker registers new websites with COVID-19 re-
lated names. For example, an attacker may register websites with typo-squatting names to mimic
legitimate websites related to COVID-19 (e.g., CDC, WHO, FDA) [181]; an attacker may reg-
ister websites to imitate legit Virtual Private Network (VPN) software or remote communication
software; an attacker may register domains to offer fake legal services related to COVID-19; an
attacker may change an existing phishing website to accommodate COVID-19 themes; an attacker
may register fake media streaming domains; and an attacker may register fake donation websites.
(ii1) Delivery: An attacker hosts COVID-19 themed malicious websites mentioned above. (iv)
Exploitation: Victims visit malicious websites, and then trust the fake forms or download mali-
cious payloads to their devices. (v) Installation: A victim may provide sensitive information to a
malicious website or intentionally/unintentionally install malware. (vi) C2: An attacker remotely
controls victims’ infected computers, for example instructing its agents (e.g., malicious websites,
downloaded malware) to send the stolen data/credentials to the attacker. (vii) Objectives: An

attacker gets sensitive credentials, encrypts a victim’s computer, or gets ransom payment.
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2.2.2 COVID-19 Themed Malicious Emails

Attackers have abused emails to wage COVID-19 attacks to send phishing, spamming, scamming,
malicious attachments, and malicious websites [182]. We map these attacks to the Cyber Kill
Chain model as follows.

(1) Reconnaissance: An attacker selects target audience, generates and profiles email lists, se-
lects a target topic for COVID-19 themed lures, and sets an attack goal. (ii) Weaponization: An
attacker creates fake typo-squatting email addresses imitating legitimate entities (e.g., CEO, Netflix
support team, medical doctors), writes malicious emails with legitimate logo (e.g., WHO, hospital
logo) and authority names, writes emails with COVID-19 related information and offers, writes
emails with malicious attachments [73, 194], writes fake COVID-19 donation scam emails [4],
writes emails with fake financial relief payments [25], writes emails with blackmailing schemes
(e.g., threatening languages) [195], writes emails to lure victims to provide personal information
or pay fees for false unemployment training and certification [188]. (iii) Delivery: An attacker
sends the aforementioned emails to the target audience. (iv) Exploitation: A victim trusts an email
received from an attacker, clicks its malicious links, opens its attachments, or downloads its mali-
cious contents. (v) Installation: A victim replies to the attacker with sensitive personal information
or installs malicious content on its computer either intentionally or unintentionally. (vi) C2: An at-
tacker establishes connections with victim’s devices through C2 channels, for example, to instruct
the compromised computers to send back sensitive data. (vii) Objectives: An attacker encrypts a

victim’s computer, receives ransom payment, or receives sensitive information.

2.2.3 COVID-19 Themed Malicious Mobile Apps

Attackers have abused mobile apps to wage COVID-19 attacks to distribute malware and steal
information from the victims [80]. Google and Apple have taken steps during this pandemic to
reject publishing of COVID-19 related mobile apps from unauthorized entities [191]. Despite these
efforts to secure reputed app stores, malicious apps could still get published and remain undetected

as many third party app stores do not have proper reviewing and regulation for publishing apps.
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Reports showing third-party app stores are eight times more likely to contain malicious apps than
than Google Play store [107]. We map the attack of COVID-19 themed malicious mobile apps to
the Cyber Kill Chain model as follows.

(1) Reconnaissance: An attacker selects target audience (e.g., based on geographical region),
selects a COVID-19 themed topic/service (e.g., tracing, tracking, maps, VPN, remote meeting,
COVID-19 guidelines, COVID-19 test information), finds and selects profitable unregulated app
stores, and sets attack goals. (ii) Weaponization: An attacker creates fake mobile apps with typo-
squatted app names and legitimate logos to imitate authentic apps, repackages existing COVID-
19 themed legitimate apps with malware or ransomware (e.g., banking Trojan, spyware) to trick
users [80]. (iii) Delivery: An attacker uploads malicious apps into the unregulated app stores or
code repositories, and advertises these mobile apps through websites pop-ups. (iv) Exploitation:
A victim trusts an malicious app and downloads the app. (v) Installation: A victim installs the
downloaded malicious app on an mobile device. (vi) C2: An attacker remotely controls victims’
compromised mobile devices to send sensitive user data to the C2 server. (vii) Objectives: An
attacker encrypts a victim’s mobile device, gets a ransom payment, or steals a victim’s private in-

formation (e.g., login credentials, crypto wallet passwords), breaches user privacy (e.g., location).

2.24 COVID-19 Themed Malicious Messaging

Attackers have abused messaging services to wage COVID-19 attacks (e.g., phishing, malware,
spamming, and scamming) [47]. COVID-19 has increased the usage of mobile devices which
create more incentives for attackers. These attacks are similar to malicious email attacks, but are
unique in that messaging can offer more emotional and persuasive live chats. We map them to the
Cyber Kill Chain model as follows.

(1) Reconnaissance: An attacker selects target audience (e.g., based on demography, geog-
raphy, severity of COVID-19 infections), collects phone and social media contacts, selects target
platform (e.g., Facebook, WhatsApp, Twitter), chooses a COVID-19 themed topic (e.g., fake cures,

products, services), and sets attack goals. (i1) Weaponization: An attacker writes persuasive and
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emotional messages (e.g., asking for COVID-19 donations) to trick victims, creates fake social
media profiles, and creates social media groups to lure target audience. (iii) Delivery: An at-
tacker sends malicious messages, website links, and attachments through messaging to targeted
victims, sends scams mentioning fines for leaving home during stay-at-home orders [47], sends
fraud messages with free subscription lures for media streaming services [98], sends messages
to sell low-quality supplies (e.g., masks, gloves, fake cures, and illegal chemical materials) [83],
sends COVID-19 related lucrative offers (e.g., giveaways, loans, lawyer help, food stamps, stimu-
lus check updates, news guidelines), and sends crafted misinformation messages with fake claims
and made up evidence. (iv) Exploitation: A victim trusts a received message and falls victim to
it by clicking its malicious links, downloading its malicious contents, and forwarding it to other
users. (v) Installation: A victim intentionally or unintentionally installs the malicious payload on
an messaging device (e.g. Android mobile phone). (vi) C2: An attacker establishes channels (e.g.,
reply messages, servers connected to a phishing webpage) to remotely control the compromised
messaging devices, for example, to receive victims’ sensitive information. (vii) Objectives: An

attacker gets victims’ sensitive information or makes lateral movements in victims’ networks.

2.2.5 COVID-19 Themed Misinformation

Attackers have waged COVID-19 attacks to spread misinformation, which includes false or in-
accurate information (e.g., hoaxes, rumors, or propaganda [92]). Examples include: “COVID-19
is invented in a Chinese lab [18]"; “5G is spreading COVID-19 [207]", “Black are immune to
COVID-19 [184]", “X can cure COVID-19” where X can be a drug or food items (i.e., Gin-
ger) [212], or “Wearing a mask causes you to inhale too much carbon dioxide, which can make
you sick" or “Wearing a mask can result in getting pneumonia” [?]. Social media and messaging
platforms further increase the impact of such misinformation. The term Infodemic has even been
coined because of this [45]. We map the COVID-19 themed misinformation attack to the Cyber
Kill Chain as follows.

(1) Reconnaissance: An attacker analyzes the characteristics of targeted audience (e.g., ethnic-
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ity, demography or nationality), identifies vulnerable divisions in society, selects themed topics,
and sets attack goals. (ii) Weaponization: An attacker writes fake COVID-19 themed statements
and mix them with false evidence and out-of-context truths, creates fake groups in social network-
ing platforms, creates themed memes, creates bots in social media (e.g., Twitter) to propagate
misinformation, and infiltrates into social media groups containing targeted ethnic audience. (iii)
Delivery: An attacker posts and shares COVID-19 related misinformation (e.g., narratives, memes,
images, and hashtags through social media groups and messaging apps) and publishes fake news
on paid online news/tabloids, and/or keeps posting to a larger audience with bots to amplify the
impact. (iv) Exploitation: A victims (e.g., social media user) reads and forwards misinformation
messages. (v) Installation: A victims gets to believe the misinformation which goes viral. (vi)
C2: An attacker may generate fake real-life incidents/experience posts on social media related to
COVID-19. (vii) Objectives: An attacker succeeds when bringing more division, mistrust, health

crisis, and chaos in society, and possibly earns money from the crisis.

2.2.6 Systematizing COVID-19 Themed Cyberattacks

We systematize COVID-19 attacks by mapping them to their attack techniques and attack goals,

and by contrasting their Cyber Kill Chain models.

Mapping Attacks, Techniques and Goals

Figure 2.2 depicts the mapping between the COVID-19 attacks, the attack techniques they use, and
their attack goals. We observe that one attack may use multiple attack techniques. For example,
a COVID-19 themed malicious website attack may use a range of attack techniques, including
phishing, malware, ransomware, vaccine scams, donation scams, masks scams, testing scams, and
VPN scams. Moreover, a COVID-19 themed malicious website attack may have multiple goals.
On the other hand, one goal can be achieved by using various kinds of attack techniques, which
may be waged through multiple classes of attacks. This means that when an attacker attempt to

achieve an attack goal, the attacker can choose attacks and attack techniques in a cost-effective, if
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not optimal, fashion. For example, each attack may incur some cost or risk (e.g., the cost for using
phishing via COVID-19 themed malicious websites and COVID-19 themed malicious emails may
be different), and may have different success probabilities (e.g., phishing via COVID-19 themed
malicious websites may be more or less successful than phishing via COVID-19 themed malicious
emails). This would allow an intelligent attacker to wage the cost-effective or event optimal attack.
A systematic framework for achieving this type of attacker decision-making is beyond the scope

of the present paper.

Insight 1. A COVID-19 attack may use multiple attack techniques to achieve multiple attack goals,
and an attack goal may be achieved by using multiple attack techniques that can correspond to
multiple attacks. This flexibility allows the attacker to choose cost-effective, if not optimal, attacks

in order to achieve a certain attack goal.

Systematizing Attacks via Their Cyber Kill Chains

Figure 2.3 depicts the Cyber Kill Chain mappings of the aforementioned 5 classes of COVID-19
attacks, which are represented by different colors. We observe that in each stage of the Cyber Kill
Chain, there can be multiple tactics (e.g., “select target audience” and “choose COVID-19 theme
topic” at the reconnaissance stage). We observe that the 5 classes of COVID-19 attacks would use
some common tactics at some stages as well as their distinct tactics at other stages. For example,
“select target audience” at the reconnaissance stage is a tactic that can be used by the 5 classes
of attacks, but “find unregulated app stores” is a tactic that would be unique to the COVID-19
themed malicious apps attack. We also observe that the exploitation stage almost always leverages
victims’ mistrust in social engineering, which highlights that human factor remains to be a critical
vulnerability in COVID-19 attacks, which reinforces the importance of seeking effective defenses

against such attacks [149].

Insight 2. COVID-19 attacks can be very sophisticated, rather than only opportunistic, which
means that effective defense must be designed on a deeper understanding about the attack tactics

that can be used in each stage of the attack (i.e., knowing the attacker better).
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2.3 Exploring the Defense Space

The preceding characterization of COVID-19 attacks guides us to explore defense strategies against
them, with an emphasis on what-to-leverage when designing defense systems. The investigation of
these proposed approaches is beyond the scope of the present paper. This is because each approach

needs to be investigated separately, with corresponding experiments.
2.3.1 COVID-19 Malicious Websites Defense

We propose four approaches to defending against COVID-19 themed malicious websites. The
first approach is to leverage various website contents pertinent to COVID-19. What is unique
to content-based detection of COVID-19 themed malicious websites is the COVID-19 related fea-
tures, such as the presence or absence of keywords in website names (e.g., coronavirus, COVID-19,
masks, n95, and test). The second approach is to leverage website environment, including URLSs’
information. For example, typo-squatting URLs or mimicking fake websites can be detected by
analyzing URLs information and website screenshots. The third approach is to leverage websites’
age information. Since COVID-19 themed malicious websites would be created after the outbreak
of the COVID-19 pandemic, hinting that the lifetime of many such websites would be short. The
fourth approach is to leverage effective training to make users more skeptical about website con-

tents.
2.3.2 COVID-19 Malicious Emails Defense

We propose three approaches to defending against COVID-19 themed malicious emails. The
first approach is to filter emails by searching COVID-19 themed keywords in their subject lines
and contents. Examples of such keywords include: COVID-19 cures, COVID-19 guidelines, and
COVID-19 offers. The second approach is to verify the sender email address to detect email mas-
querading [16]. The third approach is to leverage email content, for example by analyzing their

attachments, links and texts.
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2.3.3 COVID-19 Malicious Mobile Apps Defense

We propose four approaches to defending against COVID-19 themed malicious apps. The first
approach is to leverage computer vision to proactively examine newly published app’s logos, es-
pecially when they are similar to, if not exactly the same as, the logos of some popular legitimate
apps. The second approach is to analyze the content of apps to detect the malicious ones (e.g.,
repackaged apps). For this purpose, static analysis, dynamic analysis, and their combinations may
be utilized. The third approach is to examine the string edit distance of app names with respect to
some popular ones. The fourth approach is to train users to improve their awareness of malicious

apps according to some best practices in using mobile apps securely [137].

2.3.4 COVID-19 Malicious Messaging Defense

We propose three approaches to defending against COVID-19 themed malicious messaging. The
first approach is to leverage message content to check if a message contains suspicious content
(e.g., the presence of URLs, emoticons, special characters, and COVID-19 themed keywords). The
second approach is to detect persuasive messages waging social engineering cyberattacks. This
may be achieved by analyzing texts and leveraging human factors and psychological means [?].
The third approach is to train users to improve their awareness of COVID-19 themed malicious

messages.

2.3.5 COVID-19 Misinformation Defense

We propose four approaches to defending against COVID-19 themed misinformation attacks. The
first approach is to use fact-checking to detect fake news (or social media posts), perhaps by ag-
gregating similar news reports from credible sources and Al or machine learning techniques. For
example, create supervised ML models for detection based on labeled social media posts leverag-
ing NLP techniques for any specific themed misinformation. The second approach is to use central
repositories to host COVID-19 related information and resources (e.g., Facebook’s COVID-19 In-

formation Center). The third approach is to train and educate users to improve their skills and
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capabilities in recognizing fake misinformation. The fourth approach is to leverage crowdsourc-
ing, namely encouraging or incentivizing users to report COVID-19 suspicious misinformation

posts and links.

2.4 Related Work

The problem of COVID-19 attacks has started to receive attention from the research community
right after the COVID-19 outbreak. There are studies on the types of cyberattacks and their overall
trends amid the COVID-19 pandemic [47, 71, 98, 160]. Moreover, there are studies on specific
cyberattacks and cybercrimes themed with various COVID-19 related topics such as mobile mal-
ware ecosystem and their detection [80, 105], themed domain campaigns and their detection [217],
themed phishing attacks and their detection [3, 7, 8], themed malware [158], fake social media
posts themed with health information and their detection [74, 178], and themed cryptocurrency
scams [218]. When compared with these studies, we aim at systematically characterizing the land-
scape of the COVID-19 attacks, the usage of themed malicious websites, including their sophisti-
cation through the the Kill Chain [90] and exploring the space of defenses against these attacks,
which is not systematically understood by looking at the individual studies separately. It is es-
sential to understand the landscape of these themed cyberattacks before compiling any effective

defense action plans and designing guidelines for safeguarding users from these threats.

2.5 Chapter Summary

We have explored the landscape of COVID-19 themed cyberattacks and defenses. We discussed 5
classes of attacks and mapped them to the Cyber Kill Chain model. We explored defense strategies
against these attacks. Although the study is geared towards COVID-19 themed cyberattacks, the
exploration and landscape can be adapted to future X -themed cyberattacks exploiting future events
(e.g., election, natural or man-made disasters). It is also interesting to rigorously model these

attack-defense interactions in the Cybersecurity Dynamics framework [37, 145,227,235].
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CHAPTER 3: DATA-DRIVEN DETECTION OF THEMED MALICIOUS

WEBSITES

Themed malicious website is a emerging threat that is leveraged by attackers to craft their website
based attacks with a popular theme. The attackers carry out these attacks often using some variation
of social engineering techniques to penetrate user trust and attention. During COVID-19, it has hit
hard on the global community, and organizations are working diligently to cope with the new
norm of “work from home”. This high volume of remote work is unprecedented and creates
opportunities for cyber attackers to penetrate home computers. Attackers have been leveraging
websites with COVID-19 related names, dubbed COVID-19 themed malicious websites. We have
observed a large volume of COVID-19 themed domain names registered where many are later
found to be involved in shady activities. This sudden rise in the volume of COVID-19 themed
websites bring the attention of the community to focus on underlying infrastructures and ways to
deal with them. These themed malicious websites mostly contain false information, fake forms,
fraudulent payments, scams, or malicious payloads to steal sensitive information or infect victims’
computers. In this chapter, we present a data-driven study to characterize the underlying hosting
infrastructures and detect these COVID-19 themed malicious websites. Our characterization study
shows that attackers are agile and are deceptively crafty in designing geolocation targeted websites,
often leveraging popular domain registrars and top-level domains (TLDs). Our detection study
shows that the Random Forest classifier can detect COVID-19 themed malicious websites based
on the defined domain lexical and WHOIS features, achieving a 98% accuracy with a reasonable

2.7% false-positive rate.

3.1 Chapter Introduction

The COVID-19 pandemic has incurred many new cyber attack vectors. Many of these cyber at-
tacks incorporate COVID-19 themed factors into phishing, malware, and scamming schemes for

various malicious goals (e.g., monetary benefits, stealing credentials, stealing credit card numbers,
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or identity theft). For example, there is reportedly a 148% increase in ransomware attacks in March
2020 compared with February 2020 [168], where many attacks are initiated by themed malicious
websites abusing victims’ trust.

This chapter focuses on one emerging attack vector, namely malicious websites leveraging
a theme or themed malicious websites. We choose COVID-19 themed malicious websites as a
representative for the case study on the detection of themed malicious websites [248]. As or-
ganizations incorporate the “work from home” policy, the consequences of COVID-19 themed
malicious websites can be significantly amplified because home computers are often more vul-
nerable to attack than work computers. During the COVID-19 pandemic, many people lost their
jobs and are affected by mental health issues, which causes excessive pressures. These pressures
may make average users even more vulnerable to social engineering attacks waged via COVID-19
themed malicious websites. This increases the motivation of the importance of understanding and
defending against COVID-19 themed malicious websites, which is a new problem that has not
been studied before in a systematic way.
Chapter contributions. In this chapter, we make the following contributions. First, we propose
a methodology for characterizing and detecting COVID-19 themed malicious websites through a
data-driven approach. To the best of our knowledge, this is the first study on data-driven characteri-
zation and detection of COVID-19 themed malicious websites. Second, we apply the methodology
to specific datasets to draw the following insights: (i) some attackers may be incentivized to use
cheaper registrars for registering COVID-19 themed malicious websites; (ii) attackers often abuse
popular top-level domains for their COVID-19 themed malicious websites; (iii) attackers are ag-
ile in waging the COVID-19 themed malicious website attack; (iv) attackers are crafty in using
COVID-19 themed keywords, and geographical information in creating COVID-19 themed mali-
cious website domain names; (v) the small degree of data imbalance does not have any significant
impact in the effectiveness of detecting COVID-19 themed malicious websites; and (vi) COVID-19
themed malicious website detectors must consider WHOIS features and Random Forest performs

better than K -nearest neighbor, decision tree, logistic regression, and support vector machine.

22



Chapter Outline. The rest of the chapter is organized as follows. Section 3.2 explores the research
questions and the methodology, which guide us to characterize and detect COVID-19 themed ma-
licious websites. Section 3.3 reports the experiments and results. Section 3.4 explores the related

work. Section 3.5 concludes the Chapter.

3.2 Methodology

Next, our methodology for data-driven characterization and detection of COVID-19 themed mali-

cious websites is centered at answering a range of research questions.
3.2.1 Characterization Methodology

In order to characterize COVID-19 themed malicious websites, we address 4 Research Questions

(RQs):

RQ1: Which WHOIS registrars are most abused to launch COVID-19 themed malicious

websites?

RQ2: Which Top Level Domains (TLDs) are most abused by COVID-19 themed malicious

websites?

RQ3: What trends are exhibited by COVID-19 themed malicious websites?

RQ4: Which theme keywords are mostly abused by attackers, and how?

We consider WHOIS information because it has shown to be useful in the era prior to the COVID-
19 pandemic [222,223]. Answering the preceding questions will deepen our understanding of

COVID-19 themed malicious website attacks.

3.2.2 Detection Methodology

We propose leveraging machine learning to detect COVID-19 themed malicious websites and an-

SWer:
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Figure 3.1: Methodology for detecting COVID-19 themed malicious websites

* RQS5: Which classifier is competent in detecting COVID-19 themed malicious websites?
* RQ6: What is the impact of WHOIS features on the classifier’s effectiveness?

In order to answer these questions, we need to train detectors. Figure 3.1 highlights the method-
ology for detecting COVID-19 themed malicious websites. The methodology can be decomposed
into the following modules: data collection, feature definition and extraction, data pre-processing,
classifier training, and classifier test.

Data about websites need to be collected from reliable sources. The collected data may need
enrichment to provide more information, as what will be illustrated in our case study. Then, fea-
tures may be defined to describe these websites. In the case of using deep learning (which re-
quires much larger datasets), features may be automatically learned. One may consider a range of
classifiers, which are generically called C;’s in Figure 3.1. As shown in Figure 3.1, one can use
classifiers individually or an ensemble of them (e.g., via a desired voting scheme, such as weighted
vs. unweighted majority voting). In the simple form of unweighted majority voting, a website is
classified as malicious if majority of the classifiers predict it as malicious; otherwise, it is classified
as benign.

In order to evaluate the effectiveness of the trained classifiers, we propose adopting the standard

metrics, including: accuracy (ACC), false-positive rates (FPR), false-negative rates (FNR), and
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F'1-score. Specifically, let 7'P be the number of true positives, 7'V be the number of true negatives,

F'P be the number of false positives, and /'N be the number of false negatives. Then, we have

— TP+TN _ rpP _ EFN _ _ 2TP
ACC = TP+TN+FP+FN” FPR = FP+TN” FNR = FN+TP? and F'1-score = 2I'P+FP+FN -

3.3 Case Study

Our case study applies the methodology to specific datasets.
3.3.1 Data Collection

Our dataset of COVID-19 malicious website examples are obtained from what was published be-
tween 2/1/2020 and 5/15/2020 by two sources: (i) CheckPhish [33], which contains 131,761 mali-
cious websites waging scamming attacks related to COVID-19; and (ii) DomainTools [60], which
contains 157,579 malicious websites waging malware, phishing, and spamming attacks related to
COVID-19. The union of these two sets leads to a total of 221,921 malicious websites, denoted
by Dinaticious, OWIng to the fact that 67,419 websites belong to both sets. For obtaining benign
websites, we use the top 250,000 websites from Cisco’s Umbrella 1 million websites dataset [87]
on 05/16/2020, denoted by Dyey;qn, Which is a source of reputable websites. We compile a merged
dataset denoted by Dipitiat = Dmaticious Y Doenign-

In order to collect WHOIS information of a website, we use the python library whois 0.9.7
to query the WHOIS database on 8/7/2020. We observe that 42,540 (or 19.17%) out of the
221,921 malicious websites have no WHOIS information available, and 93,082 (or 37.2%) out
of the 250,000 benign websites have no WHOIS information available. This means that the pres-

ence/absence of WHOIS information does not indicate that a website is malicious or not.
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Figure 3.2: Top 10 abused WHOIS registrars of COVID-19 themed malicious websites (the y-axis
is in the log-scale).

3.3.2 Characterization Case Study

Answering RQ1: Identifying the WHOIS registrars that are most abused to launch COVID-

19 themed malicious websites

For this purpose, we use a subset of D,,4sicious S€t, denoted by D’ which contains 171,901

malicious?®
malicious websites with WHOIS registrar_name information available.
Figure 3.2 depicts the top 10 abused registrars, which are ranked according to the absolute

number of COVID-19 themed websites in D’

halicious that are respectively registered by them.

We observe that Godaddy is the most frequently abused registrar, followed by Google and
Namecheap. This finding inspires us to analyze if there is any financial incentive behind the
use of a specific registrar. The cost registering a . com domain in the first year, is: Godaddy for
$11.99, Google for $9, Namecheap for $8.88, Dynadot for $8.99, 1 &1 for $1, name . com for
$8.99, PDR Ltd for $35, OVH for $8.28, Alibaba for $7.99, Reg—ru for $28. This suggests
that some attackers might have considered registrar 1 &1 because it is the cheapest, while some

attackers use reputed registrars.
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Insight 3. Some attackers may be incentivized to use cheaper registrars but some of the other

don'’t.

Answering RQ2: Which Top Level Domains (TLDs) are most abused by COVID-19 themed

malicious websites?

In order to answer this question, we use the original dataset D,,qiciouss Which contains 221,921

COVID-19 themed malicious websites with corresponding TLD information.
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Figure 3.3: Top 10 abused TLDs of COVID-19 themed malicious websites (the y-axis is in the
log-scale).

Figure 3.3 depicts the top 10 abused TLDs, which are ranked according to the absolute number
TLDs for COVID-19 themed malicious websites. We make the following observations. First,
. com hosts the highest number of malicious websites, followed by .org and .net. Second, 5
of the top 10 abused TLDs correspond to country-level ccTLDs, including .de, .uk, .ru, .nl

and . eu.

Insight 4. Artackers often abuse popular TLD:s.
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Answering RQ3: What trends are exhibited by COVID-19 themed malicious websites?

In order to answer this question, we use the dataset D,,,qici0us mentioned above. Figure 3.4 depicts
the trend of malicious websites, leading to two observations. First, there is a discrepancy between
the daily numbers of websites that are reported by the two sources. According to CheckPhish, the
number of COVID-19 themed malicious websites reaches the peak on 03/25/2020, with 18,495
malicious websites; according to DomainTools, the number of COVID-19 themed malicious web-
sites reaches a peak on 03/20/2020, with 3,981 malicious websites. This data indicates that there
are reporting inconsistencies among sources and many COVID-19 themed malicious websites are
created at the early stage of the pandemic when uncertainties are maximum. Second, the number
of COVID-19 themed malicious websites, by and large, has been decreasing since the last week
of March 2020 (i.e., two weeks after the pandemic declaration), leading to about 1,000 websites
per day during the first week of May 2020 (i.e., about two months after pandemic declaration).
However, there is still oscillation. One possible cause is that the attackers have been waiting to
create new COVID-19 themed malicious websites based on the pandemic’s new developments

(e.g., vaccine).

20000 — 03/25/2020
Peak of
CheckPhish
15000 —+
03/11/2020 WHO 03/20/2020
declared Peak of
10000 + COVID-19 DomainTools
pandemic
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Figure 3.4: Trends of COVID-19 themed malicious website.
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Insight 5. Inconsistencies in reporting mechanisms, attackers are agile in creating COVID-19

themed malicious websites.

Answering RQ4: Which theme keywords are mostly abused by attackers, and how?

In order to answer this question, we analyze the dataset D,,4;ci0ns Mmentioned above. We use the

python library wordninja with English Wikipedia language model [12] to split domain name

strings and extract COVID-19 themed keywords. We observe that 4 keywords (i.e., covid, corona,

covidl9, and coronavirus) are most widely used as expected; they are followed by mask, quaran-

tine, virus, test, facemask, pandemic, and vaccine. We extract more than 19,000 keywords. A fur-

ther analysis of the domain names reveals that attackers create COVID-19 themed malicious web-

sites with names containing geographical attributes. For example, coronaviruspreventionsanantonio.
coronavirusprecentionhouston.com,and coronaviruspreventiondallas.com

use a combination of city name and a COVID-19 themed keyword. Moreover, we observe the ex-

istence of COVID-19 themed “parking” websites, which have no content at the present time but

might be used for upcoming COVID-19 themes.

Insight 6. Artackers are crafty in using COVID-19 themed keywords and geographical information

in creating COVID-19 themed malicious website domain names.

3.3.3 Detection Case Study

Given D;y;tiq1, the detection case study proceeds as follows.

Feature Definition and Extraction

We define features according to the following aspects of websites: WHOIS (F1-F4), domain name

lexical information (F5-F9), statistical information (F10), and Top-Level Domain or TLD (F11).

* Current WHOIS registration lifetime (F1): This is the number of days that has passed since
a website’s registration, with respect to the date when this feature’s value is extracted (e.g.,

08/07/2020 in our case).
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Remaining WHOIS expiration lifetime (F2): This is the number of remaining days before a
website’s WHOIS registration expires, with respect to the date when this feature’s value is

extracted (e.g., 08/07/2020 in our case).

Number of days since last WHOIS update (F3): This is the number of days elapsed since
a website’s last update with respect to the date when this feature’s value is extracted (e.g.,

08/07/2020 in our case).

WHOIS registrar reputation (F4): We propose measuring a WHOIS registrar’s reputation
as 5——, where n is the number of benign websites in Dy,;4y, that are registered by this

|Dbenign ‘ ’

particular registrar and | Dycyign | is the size of set Diyepign.

Number of dots in domain name (F5): This is the number of dots (character ‘.”) in the domain

name. For example, domain any . com has 1 dot.
Domain hyphen count (F6): This is the number of hyphens (‘-’) in a domain name.
Domain vowel count (F7): This is the number of vowels (i.e., a, ¢, i, 0, ) in a domain name.

Domain digits percentage (F8): This is the ratio of the number of digits (0-9) in a domain

name to the number of characters including digits.

Domain unique alphabetic-numeric characters count (F9): This is the total number of unique

alphabetic and numeric characters (i.e., a-z, A-Z, 0-9) in a domain name.

Domain entropy (F10): This is the Shannon entropy [214] of the domain name (i.e., a kind
of statistical information), which is computed based on the frequency of characters in the

domain name.

TLD Reputation (F11): We propose measuring a TLD’s reputation as | i where m is

Dbenignl ’

the number of websites in Dyeyigy, that contain this particular TLD.
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Data Pre-Processing

Given that some websites may not have information for the features, it is important to consider
different scenarios. In our example, we propose considering two datasets that can be derived from

D;,ivic1 because some websites do not have information for the WHOIS features.

e Dataset D; C D;,iia consists of websites for which WHOIS information is available
(i.e., features F1-F4 are available). D, contains 21,749 websites in total, including 16,411

COVID-19 themed malicious websites and 5,338 benign websites.

e Dataset Dy C Dipitiai» Where D N Dy = (), consists of websites for which WHOIS infor-
mation is absent (i.e., features F1-F4 are entirely missing). D, contains 135,621 websites,
including 42,540 malicious websites and 93,081 benign websites. For each website belong-

ing to Dy, only values of the 7 features (i.e., F5-F11) are available.

Table 3.1: Relative importance of features in D with respect to the random forest method.

Feature | Importance || Feature | Importance
F1 0.429 F7 0.080
F2 0.094 F8 0.009
F3 0.131 F9 0.028
F4 0.065 F10 0.029
F5 0.065 F11 0.068
F6 0.003

Since only D; contains all WHOIS information, We use it for feature selection study. For
this purpose, we use the random forest classification feature importance method [101] (with the
80-20 splitting of training-test data) to find the important features. Table 3.1 depicts the relative
importance of the features in ;. We observe that F6 and F8 have a very small relative importance
(i.e., < 0.01) when compared to the others, suggesting that hyphens and digits are equally used in
malicious or benign domain names. Hence, we will eliminate F6 and F8 in the rest study of D;.

In order to see whether or not the feature selection result is impacted by the data imbalance

of D; (with the malicious:benign ratio being 3.1:1), we explore two widely-used methods: (i)
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oversampling the minority class to replicate some random examples; and (ii) undersampling the
majority class to remove some random examples. At first, we do the 80-20 splitting of training-
test data, and then change the malicious:benign ratio in the training set, while keeping the test set
intact. We wish to identify the ratio that achieves the highest F'1-score. In what follows we only
report the results of Random Forest because it outperforms the other classifiers for the original
dataset D;.

Table 3.2: Impact of the malicious:benign ratio on the effectiveness of the Random Forest classifier
with Oversampling and Undersampling, where D; with ratio 3.1:1 is the original D;.

Dataset Method Ratio | ACC | FPR | FNR | F'l-score
Dy (none) 3.1:1 | 0.980 | 0.030 | 0.017 | 0.987
D, Oversample 2:1 | 0.980 | 0.030 | 0.018 0.986
D, Oversample | 1.67:1 | 0.980 | 0.027 | 0.017 | 0.988
Dy Oversample | 1.43:1 | 0.979 | 0.028 | 0.019 | 0.986
Dy Oversample | 1.25:1 | 0.979 | 0.028 | 0.018 0.986
Dy Oversample | 1.11:1 | 0.979 | 0.027 | 0.019 0.986
Dy Oversample I:1 0979 | 0.026 | 0.019 | 0.986

D, Undersample | 2:1 | 0.977 | 0.023 | 0.022 | 0.985
D, Undersample | 1.67:1 | 0.976 | 0.023 | 0.025 | 0.984
Dy Undersample | 1.43:1 | 0.975 | 0.023 | 0.025 | 0.984
Dy Undersample | 1.25:1 | 0.972 | 0.020 | 0.031 0.981

Table 3.2 shows the impacts of the malicious:benign ratio in the training set. We observe
that the oversampling-incurred ratio 1.67:1 leads to the highest F'l1-score (and the second best
FPR and lowest FNR), while under-sampling never performs better than the original data ratio
in terms of accuracy and F'l-score. This can be explained by the fact that the latter eliminates
useful information. This prompts us to use oversampling to achieve the 1.67:1 ratio when training
classifiers, which turns D into D (i.e., the training set is augmented).

Figure 3.5 further highlights the confusion matrix of the experiment one the same test set but
corresponding to D and D}, which shows a slight improvement in detection when augmenting the

training set with oversampling.

Insight 7. The data imbalance issue does not affect the model performance significantly in this
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Figure 3.5: Confusion matrix for (a) D, with 3.1:1 malicious:benign ratio in the training data and
(b) D with 1.67:1 ratio in the training data.

case, perhaps because the degree of imbalance is not severe enough.

Training and Test

Having addressed the issue of feature selection and data imbalance, we consider the follow-
ing classifiers: Random Forest (RF), Decision Tree (DT), Logistic Regression (LR), K -Nearest
Neighbor (KNN), and Support Vector Machine (SVM). Specifically, we use the python sklearn
module to import the following classifier algorithms: (i) Random Forest or RF with parameters
n_estimator=100 (i.e., 100 trees in a forest) and criterion=‘entropy’ (i.e., entropy is used
to measure information gain); (ii) /-Nearest Neighbor or KNN, with parameters n_neighbors=8
(i.e., 8 of neighbors are considered), met ric="minkowski’ with p = 2 (i.e., the Minkowski met-
ric with p = 2 measures the distance between two feature vectors), and the rest parameters are
the default values; (iii) Decision Tree or DT with default parameters; (iv) Logistic Regression or
LR with default parameters; (v) Support Vector Machine or SVM with 1inear kernel and other
default parameters. For voting the outputs of the five classifiers mentioned above, we use the
VotingClassifier () function and set voting=‘hard’ (i.e., majority voting). We always

considering the 80-20 splitting of the scaled training-test data.
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Answering RQS5 and RQ6

In order to answer RQS5 and RQ6, we conduct the following experiments, where we use the 80-
20 train-test splitting of D; and then augmenting the training set as mentioned above. Our ex-
periments are conducted on a virtual machine on https://www.chameleoncloud.org/,

running CentOS 7 on a machine of an x86_64 processor with 48 cores and CPU frequency 3.1

GHz.

* Experiment (Exp.) 1: Use the lexical, statistical, and TLD features (i.e., F5, F7, F9-F11)
only, while ignoring the WHOIS features. (This experiment is equally applicable to D,

which is not reported owing to space limitation.)

* Experiment (Exp.) 2: Use the WHOIS features (i.e., F1-F4), while ignoring all other fea-

tures.

* Experiment (Exp.) 3: Use both lexical and WHOIS features (i.e., F1-F5, F7, F9-F11).

Table 3.3 summarizes the experimental results with a range of classifiers and the actual time
spent on training a model and classifying the entire test set. We make several observations. First,
for a specific classifier, using WHOIS features alone (Exp. 2) almost always leads to significantly
higher effectiveness than using lexical features alone (Exp. 1), except for Logistic Regression.
Second, for a fixed classifier, using both lexical and WHOIS features together (i.e., Exp. 3) always
performs better than using lexical or WHOIS features alone. Third, among the classifiers consid-
ered, Random Forest performs the best in every metric in each experiment. In particular, Random
Forest (i.e., non-linear classifier) achieves a better performance than the Ensemble method because
there are classifiers (e.g., Logistic Regression and SVM) that are substantially less accurate than
the other classifiers and therefore “hurt” the voting results. Fourth, Decision Tree has the fastest
execution time, followed by KNN and Random Forest, while Logistic Regression is the slowest
and causes a delay for the voting ensemble. To understand the generalizability, when conducting

Exp. 1 on the augmented D/, with the benign:malicious ratio at 1.25:1, we observe that Random
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Table 3.3: Experimental results on dataset D] with a range of classifiers (with oversampling),
their total CPU times for training and test: Exp. 1 uses lexical features only; Exp.2 uses WHOIS
features only; Exp. 3 uses both lexical and WHOIS features.

Exp. | Classifier | ACC | FPR | FNR | F'1-score | Execution
Time(s)
1 RF 0.924 | 0.150 | 0.052 | 0.950 0.48
2 RF 0.977 | 0.025 | 0.023 | 0.985 0.59
3 RF 0.980 | 0.027 | 0.017 | 0.988 0.64
1 KNN 0.887 | 0.199 | 0.086 | 0.925 0.40
2 KNN 0.949 | 0.034 | 0.056 | 0.966 0.25
3 KNN 0.947 | 0.031 | 0.060 | 0.964 0.30
1 DT 0917 | 0.151 | 0.061 0.945 0.07
2 DT 0.973 | 0.045 | 0.022 | 0.982 0.08
3 DT 0.974 | 0.051 | 0.019 | 0.983 0.14
1 LR 0.885 | 0.216 | 0.082 | 0.924 20.30
2 LR 0.883 | 0.362 | 0.038 | 0.926 23.03
3 LR 0918 | 0.178 | 0.051 0.946 44.40
1 SVM 0.888 | 0.220 | 0.078 | 0.925 1.69
2 SVM 0.881 | 0.373 | 0.038 | 0.924 1.68
3 SVM 0.920 | 0.164 | 0.054 | 0.946 2.38
1 | Ensemble | 0.916 | 0.171 | 0.056 | 0.945 21.40
2 | Ensemble | 0.962 | 0. 031 | 0.041 0.974 24.75
3 | Ensemble | 0.970 | 0.035 | 0.028 0.980 45.70
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Forest outperforms other models by achieving a 0.947 accuracy, a 0.066 FPR, a 0.041 FNR, and a

0.947 F1-score.

Insight 8. COVID-19 themed malicious website detectors must consider WHOIS features; and

Random Forest performs the best among the classifiers that are considered.

3.4 Related Work

Although the problem of COVID-19 themed malicious websites has not been investigated until
now, the problem of malicious websites has been studied in the literature prior to the COVID-
19 pandemic. The problem of detecting malicious URLs generated by domain generating al-
gorithms has been investigated in [123]. The problem of detecting phishing websites has been
addressed via various approaches, including: the descriptive features-based model [46], the lexi-
cal and HTML features-based model [31], the HTML and URL features-based model [115], and
the natural language processing and word vector features-based model [187]. The problem of
detecting malicious websites has been addressed via the following approaches: leveraging ap-
plication and network layers information [222], leveraging image recognition [126], leveraging
generic URL features [93, 135], leveraging character-level embedding or keyword-based recur-
rent neural networks [2, 206, 238], the notion of adversarial malicious website detection [223].
However, these studies do not consider features pertinent to the COVID-19 pandemic, which are
we leverage. Nevertheless, the present study fall under the umbrella of cybersecurity data ana-
lytics [37,145,172,227,241, 242], which in turn belong to the Cybersecurity Dynamics frame-
work [34,35,169,230,247].

3.5 Chapter Summary

We have presented the first systematic study on data-driven characterization, and detection of
COVID-19 themed malicious websites. We presented a methodology and applied it to a specific
dataset. Our experiments led to several insights, highlighting that attackers are agile, crafty, eco-

nomically incentivized in waging COVID-19 themed malicious websites attacks. Our experiments

36



show that Random Forest can serve as an effective detector against these attacks, especially when
WHOIS information about websites in question is available. This highlights the importance of

domain registrars to collect more information when registering domains in future.
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CHAPTER 4: SUPPORTING LAW-ENFORCEMENT IN COPING WITH

BLACKLISTED WEBSITES

Cyber attackers have long abused web domains and URLs to carry out various attacks such as
Phishing, web scamming, and malware attacks. In order to defend against these attacks, URL
blacklisting has been widely used. However, this approach has significant weaknesses, especially
from a law-enforcement policing point of view. In particular, the law-enforcement does not know
what to do with a blacklist because it is unclear what needs to be done (e.g., shutting down a host
or domain) due to the subtleties associated with the problem. Predictive policing on the blacklist
is one way to deal with this problem and minimize the cyberattacks proactively [89, 156, 167].
In order to help the law-enforcement in dealing with blacklisted websites, we propose a novel
framework based on Machine Learning (ML) while providing the law-enforcement with proba-
bilistic classification and interpretability of the predictions made by the interpretable model. Our
probabilistic classification and interpretability measures provide a basis for law-enforcement trust-
worthy decision-making against the attacker-owned malicious websites with proper justification
and remove the black-box nature of traditional ML-based approaches. Experimental results show

that the framework is practical and has further potential to tackle website maliciousness.

4.1 Chapter Introduction

Websites have been widely abused as a medium for propagating cyberattacks [41, 135,222]. One
simple defense against these threats is to use URL and domain blacklists, which are client-side
interventions and often provided by third-party vendors (e.g., Phishtank, Google Safe Browsing,
URLhaus). However, this does not completely eliminate the threat because some users may not use
such services and the malicious or compromised domains or hosts are still on the loose. Moreover,
these blacklists are far from perfect [102] because they are neither complete, meaning that they do
not contain all of the malicious websites [17,99,200], nor accurate, meaning that they contain many

false-positive websites (including the compromise ones that were malicious in the past but have
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already been cleaned up) [222]. Additionally, there are website domains those are often reused
in blacklists within multiple URLs in between days, which indicates domain-level intervention is
necessary to mitigate those attacks. Another defense is to use Machine Learning (ML) models
to proactively detect malicious websites (see, e.g., [79, 135,222]). Moreover, there are also some
third-party vendors (e.g., Netcraft [1]) providing takedown services on user requests for protecting
against cybercrimes (e.g., cybersquatting). of abusing domains that are imitating a user’s brand to
provide user protection against cybercrimes.

However, there is one important perspective that has not been investigated in the literature,
namely law-enforcement, as evidenced by FBI shutting down botnets [97]. We envision that law-
enforcement will be, if not already, authorized to take actions against malicious websites. This
introduces a new dimension of the problem because the law-enforcement must treat detected ma-
licious websites carefully. For example, the law-enforcement can be authorized to shut down a
malicious website owned or operated by a malicious party, but may only be authorized to notify
the owner or the operator of a website which itself is compromised and then abused by an at-
tacker to wage further attacks. Moreover, oftentimes we observe that attackers reuse the same
domains and hosts for new URL based attacks causing the same domain or hostname to appear
in a URL blacklist [150]. This phenomena further encourages us to consider the law-enforcement
perspective, as more higher level such as domain or host level intervention is more effective than
client-side interventions. This call for studies on helping the law enforcement in distinguishing
between malicious (i.e., attacker-owned) and compromised (i.e., legitimate party-owned) websites
to take actions.

Chapter Contributions. In this paper we make three contributions. First, we initiate the study
of the law-enforcement perspective when coping with malicious websites. This turns out to be a
challenge because of the dynamic nature of web domains and complexity of web hosting infras-
tructures. This prompts us to introduce a novel framework to help the law-enforcement to cope
with malicious websites. The framework highlights the importance of using interpretable (i.e.,

explainable) ML, while considering the probabilistic uncertainty associated with the prediction
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outcomes of ML models. The framework integrates a ML intepretability system, such as Inter-
pretML [164], to provide explanations and probabilistic predictions to the law-enforcement (e.g.,
why is a website predicted as malicious, and what is the likelihood it is indeed malicious?).

Second, we investigate how to choose the entity for action: domain vs. hostname. To our
knowledge, this is the first time to propose a principle method for making such decisions.

Third, we conduct a case study on evaluating an instance of the framework with a real-world
URL blacklist. Experimental results show that we achieve a 86% accuracy with a 0.92 F-1 score,
while providing local explainability (i.e., interpretation) for the individual prediction outcomes for
each input blacklisted website.

Chapter Outline. Section 4.2 presents the problem statement and background. Section 4.3
presents our framework and novel techniques. Section 4.4 describes our case study and results.

Section 4.5 discusses related prior studies. Section 4.6 summarizes the chapter.

4.2 Problem Statement

Suppose the law-enforcement is authorized to take actions against malicious websites. The prob-
lem is: Given a URL that is blacklisted (i.e., deemed malicious), what should the law-enforcement

do? While intuitive, there are technical subtleties.

4.2.1 Technical Subtleties Encountered by Law-Enforcement

Subtlety 1: URL structure is complicated. Figure 4.1 illustrates the URL structure, including:
a protocol name (https in this example), a hostname (mail .example.com), and a URL path
(mail/u/0) possibly along with some queries within the URL path. A hostname consists of
a domain name (example.com, also refereed to as a 2LLD) and possibly a subdomain name
(mail, referred to as a 3LD). A hostname is sometimes referred to as a Fully Qualified Domain
Name (FQDN) [146] and mapped to one or multiple IP addresses by the DNS server, while noting
that one IP address may be mapped to multiple hostnames (i.e., shared hosting [161]). A domain

name must contain a Top-Level Domain (TLD) (e.g., . com) within it. A higher level subdomain,
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say Fourth-Level-Domain (4LD) (e.g., z.x.example.com), could be resolved to the same IP
address as 3LD x.example.com or 2LD example.com. In this paper, we refer to the 3LD
or higher level (if present) of a URL as hostname and the 2LD as domain name, while noting
that these two become the same in the absence of a subdomain name within the website URL in

question.

Host name

A
a A\

https://mail.example.com/mail/u/0
—— Y~ ——

TLD URL Path

protocol subdomain

Domain name
_ J
Y

URL
Figure 4.1: Illustration of the structure of URLs

The complexity of URL structure makes it unclear what the law-enforcement should do to a

malicious website or URL. To see this, consider a URL with a path name. In this case,

* shutting down the specific URL (including the path name), for example by filtering web
traffic corresponding to the URL, may not be effective because the attacker can easily create

other URL paths with the same hostname;

* shutting down the corresponding port is no good idea because the host (i.e., web server)
corresponding to the URL may be malicious (i.e., the host can continue to wage attacks via

other ports);

* shutting down the entire domain (e.g., example . com in this case) or the entire hostname
(e.g., mail.example.com) corresponding to the URL without considering its ownership is no
good idea because there might be many benign subdomains and URLs blueassociated with

the domain or the hostname, which will be affected and deemed as false positives.

To further illustrate the problem, let us look at the structure of a website using web-hosting vs.
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domain-hosting as shown in Figure 4.2. In this example, the host sites.example.com is not
malicious and should not be shutdown even though some URL(s) with the hostname are malicious.
In the case of domain-hosting shown in Figure 4.2(B), multiple hostnames are created under the be-
nign domain example . com. If one hostname, say sitel.example.com, is created by an at-
tacker to publish malicious contents by abusing the hosting service, then sitel.example.com
should be shut down but the other subdomains. However, if domain example.com is not asso-
ciated with any hosting service, then we can safely assume that example . com is owned and/or

operated by an attacker and therefore should be shut down.

@® hostname example.com

A URL

sites.example.com

[~site1 |~site2 [~site3 [~siteN
(A)

example.com

site1l.example.com site2.example.com siteN.example.com

gagleﬂ \ ---//paéesh ---/Ipagiesh

(B)

Figure 4.2: The structural difference between (A) web-hosting and (B) domain-hosting within an
example domain named example . com (adapted from [39])

Subtlety 2: Trustworthiness of given malicious websites. Blacklists may contain false-positives
[222], meaning that the law-enforcement cannot blindly trust or shut down blacklisted websites.
Instead, the law-enforcement must leverage other means to examine whether a blacklisted entity
(i.e., host or domain) is indeed malicious before taking any actions.

Subtlety 3: IP Address-based blacklisting is no good idea. Nowadays sharing IP addresses and

hosting is very popular. With shared IP addresses, many domains may resolve to the same IP
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address. If one of the hostnames is malicious, it does not mean the other hostnames that resolve
to the same IP address are malicious. This makes it challenging to use IP address-based block-
ing [155,161,213]. In order to further highlight the ambiguity, we randomly pick a hostname
mail[.]weddingstaffcompanies[.]com' from the publicly available PhishTank black-
list; the hostname is labeled as suspicious by McAffe PC security when accessed from Google
Chrome. The hostname is resolved to IP address is 207.38.88.153. Then, we do reverse DNS
lookup to get a FQDN usloft5543[.]serverprofi24[.]com, which is different from
the input hostname. In order to see what other domains or hostnames are mapped to IP address
207.38.88.153, we query Robtex.com and find that at least 44 domains or hostnames are associated
with it. However, we do not find any other domains or hostnames associated with this IP address in
the blacklist. In this case, if the law-enforcement blocks IP address 207.38.88.153, then the other
43 hostnames will be affected, which is not justified. Therefore, IP address-based blocking is no

feasible solution.

Benign Domain Malicious (Case-1)
=== Domain

R Domain compromise - Host compromise
RN (Case-2) -7 (Case-3)

Subtlety 4: Complications encountered when taking actions against malicious domains or

'1.] is used to safeguard reader from clicking possibly malicious website
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hostnames. Figure 4.3 highlights the mapping of hostnames and URLs in a domain name. It
shows multiple cases: (case-1) The law-enforcement encounters a malicious domain and associated
malicious hostnames and URL paths. The law-enforcement can justifiably shut down the domain.
(case-2) The law-enforcement encounters a benign domain that has been compromised to create
malicious hostname. The law-enforcement needs shut-down the malicious hostname and notify the
legitimate domain owners to let them clean up the compromises. (case-3) The law-enforcement
encounters a benign hostname associated with a benign domain which is compromised and abused
to create malicious URLs. The law-enforcement should notify the hostname owner to clean up
and put the URL in blocklist without shutting down the domain or hostname. In summary, it is

essential to support the law-enforcement with various kinds of details.

4.2.2 Research Questions (RQs)

The preceding subtleties prompts to revise the research problem as as follows: This leads to the

following research questions (RQs) regarding a blacklisted URL:

RQ1 (URL characterization): At what entity level(s), such as domain and/or host, should the

law-enforcement take actions?

* RQ2 (quantitative classification): What is the likelihood that the entity (e.g., domain or
hostname) corresponding to a blacklisted URL is malicious or victim (i.e., compromised

and abused to wage attacks)?

* RQ3 (prediction interpretability): Why an entity associated with a blacklisted URL is pre-

dicted as malicious or compromised?

* RQ4 (law-enforcement actions): What should the law-enforcement do when the answers to

RQ2 and RQ3 are not satisfactory or convincing?
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4.3 Framework

To address the RQs mentioned above, we propose a framework, which is highlighted in Figure 4.4.
The framework has the following modules: blacklist collection, characterizing, labeling, feature
analysis & extraction, training interpretable ML models, probabilistic classification, and decision-
making. At a high level, these modules work together to address the aforementioned RQ1-RQ4
as follows. To address RQ1, we propose extracting the hostname and domain namefrom a given
blacklisted URL, while finding out if the domain or hostname is associated with any known hosting
service. In practice, one of the two following scenarios happen often: (i) the law-enforcement is
often given blacklisted URLs without being told why and how the URLs are blacklisted; (ii) the
law-enforcement is told how the URLs are blacklisted but without being given any explanation
on why they are deemed malicious and/or the probability that the associated websites are indeed
malicious. This prompts us to propose that the law-enforcement should build their own systems to
analyze blacklisted URLSs to address RQ2-RQ4. In particular, addressing RQ?2 requires to quanti-
fying the probabilistic uncertainty (e.g., probabilistic class prediction) associated with ML models
and addressing RQ3 requires to using interpretable ML models for explaining individual predic-
tion outcome. Lastly, addressing RQ4 helps the law-enforcement in dealing with truly malicious
or attacker-owned entities.

Notations. A URL blacklist £ contains n URLs, denoted by £ = {uy, ..., u,}. For URL u; € L,
we denote the associated hostname by h; and domain name by d;, a corresponding entity for i-th

URL is denoted as en;. Table 4.1 summarizes the main notations used in the paper.
4.3.1 Blacklist Collection Module

This module collects the selected URL blacklist £, which does not contain any labels (e.g., mali-
cious, compromise) for the URLs. We observe the trends and distributions of the URLs within the

blacklist to better understand the characteristics and size of the blacklist.
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Table 4.1: Summary of notations used in the paper

1
a1

2

s m2

f

Training Interpretable
ML Models

| Notation | Meaning
w;, L 1-th URL on blacklist £
d;, h;, en; Domain, host, and entity for the URL wu;, respectively
CL = {C,M} | Class label compromised (C) vs. malicious (M)
Yi Predicted probability for maliciousness of entity en;
M Any supervised machine learning model
E; Feature vector for i-th entity
E; Explanation set for i-th entity
¢§ Impact of the j-th feature on classification of -th entity
'k Impact of the j-th and k-th features together on classification of ¢-th entity
D eniity Total unique entities (websites) without association to any public/private host-
ing services
Dieted Labeled ground-truth entities
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4.3.2 Characterizing Module

This module characterizes the URLs on a blacklist to select the appropriate entity en; based on
their domain structure. It should first extract the hostname h; and the domain name d; from the
input blacklisted URL u;. Then, we check if the hostname h; (3LD or higher level subdomain) is
associated with any known hosting services, if yes then we notify the hostname for cleaning up
and no quantification is necessary; otherwise, we check if the domain name d; is associated with
any known hosting services, if not then the selected entity en; = d;; otherwise then we further
check if d; = h; (meaning hostname same as domain or no subdomain in URL), if yes, then we
notify the domain and no quantification is required (because domain is legitimate, URL is created
with malicious path); otherwise, when h; # d;, we select entity en; = h; for quantification. The
flow chart is presented in Figure 4.5. The URLs that are characterized as to quantify hostname or

quantify domain names are the ones compiled as the D.,jqpered, @and going as an input to the next

@—»[ Extract hi and di from u. ]

Is hi
hosting
service?

module.

Yes

Yes

No
\ /
Notify Quantify Notify
hostname domain domain

Figure 4.5: Flowchart for Characterizing Module.
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4.3.3 Labeling Module

This module produces a labeled dataset for training ML models, ideally automated. This module
takes a hostname or domain name as input, depending on the entity chosen to quantify by the
characterizing module. It labels the entity via a third-party threat engine such as the VirusTotal
[208]. There may be four possible labels: malicious (M); compromised (C) meaning that the
entity is itself a victim, namely compromised and then abused to wage attacks; unknown (U); and
not available (IN). It may be necessary to preprocess the input from such third-party services, and
the preprocessing method may be specific to the third-party services. In any case, we propose only
considering the malicious (M) and the compromised (C) labels for analyzing the law-enforcement

perspective.
4.3.4 Feature Extraction & Analytics Module
Feature Extraction

This module extracts feature representations of URLs, including but are not limited to what have
been extracted by the characterizing module. Denote the resulting feature representation of URL
u; by F; = {f¢... fi}, where k is the total number of features. We propose using the following

features:

1. Brand-name in hostname and domain name (f, € {0, 1}): This feature indicates whether a
hostname and domain name string contains popular brand names according to some list(s) of
reputable domains, such as Alexa [91] or Tranco [106]. Any domain or hostname involved

in the a blacklist should have f; = 0.

2. Twisted brand-name in hostname (f» € {0, 1}): This feature indicates if the domain name
or hostname contains any twisted string of the top Sk brand names, such as typo-squatting,
combo squatting, or homographing. For example, amaz0n-pay.example.com contains
a twisted version of a top-brand name amazon and therefore has been assigned value 1,

otherwise 0.
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10.

11.

. Number of dots in a hostname (f3): This is the number of dot characters (i.e., *.’) in a

hostname. For example, hostname ab.c-d.df.com has 3 dots.

Number of hyphens in hostname (f;): This is the number of hyphen characters (i.e., *-’) in

the hostname. For example, hostname ab.c-d.df . com has 1 hyphen.

. Digit ratio in hostname (f5): This is the ratio of the number of digits in a hostname to

the length of a hostname. For example, hostname al2.c34-d1l.df.com has 5 digits,

meaning a digit ratio of 5/17.

Number of unique alphabetic-numeric characters in hostname (fg): This is the number of
unique alphabetic characters or digits in a hostname except the TLD part, which is excluded
because it often consists of letters. For example, hostname ab12.c34-d1l.df.comhas9
unique alphabetic-numeric characters (i.e.,a, b, ¢, d, £, 1, 2, 3, 4)otherthan

the TLD (. com).

. Hostname length (f7): This is the length of a hostname.

. Number of tokens in hostname (fg): This is the number of tokens in a hostname after to-

kenizing with hyphen ‘-’ and dot ‘., except the TLD part which is excluded because it is
typically one token. For example, hostname ab12.c34-d1.df.com has 4 different to-
kens (i.e., ab12, ¢34, d1, and df). This feature highlight the hostnames that contain many

- and/or °.” characters.

. Length of the longest token (fg): This is the length of the longest token in a hostname. For

example, the longest token ab12.c34-d1l.df.comis 4 (i.e., abl2).

Number of redirects (f1p): Attackers often use redirects to deceive victims. This feature

reports the number of redirects associated with a hostname.

Number of passive DNS queries (fi1-f12): These features describe the number of records

found for individual DNS record types, such as DNS ‘A’ and ‘NS’ records in the global
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passive DNS database from CIR.CL [48], respectively. For a passive DNS query, an ‘A’
record indicates an IP addresses and a ‘NS’ record indicates the corresponding name server.
These features report the record counts for each record type in the passive DNS database.
A high number in these records indicate the website has more historical presence in the

Internet, thus deemed more reputable.

12. Presence of self-resolving name servers (fi3 € {0, 1}): It indicates if the associated domain
has any self-resolving name server or not. For example, if domain ‘example.com’ has
name server nsl.example.com, the domain is self-resolving and this feature value is 1;

otherwise, its value is O.

13. Domain ranking (f14):This numeric feature measures the reputability of a domain name with
respect to some list of reputable websites (e.g., Tranco [106]). In our case study we will

present an example.

14. Hostname ranking (f15): This numeric feature measures the reputability of a hostname with
respect to some list of reputable hosts (e.g., Tranco [106]). It can be assigned in the same

fashion as fi4. In our case study we will present an example.

15. Number of subdomains (fi6): This is the number of subdomains associated with a domain
name corresponding to a URL. For example, given domain name d =“wixsite.com”,
one can query all active subdomains of the form of sub.wixsite.com and then count the

number of such subdomains.

After extracting these features, it is worth mentioning that a preprocess may be needed to
eliminate the correlated features (if applicable) before training ML models, because it is well-
known that highly correlated features affect model predictions. Removing unnecessary features
may also improve ML models’ performance. Moreover, other blacklist dataset specific features

can be added to complement the existing generic features for extending the framework.
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4.3.5 Training Interpretable ML Model Module

This module trains for a ML model , to predict any given URL for law-enforcement purposes.
Here, z denotes the corresponding interpretable ML model. It takes feature vectors as input to train
a ML classifier with uncertainty quantification through probability, while providing interpretability
of predictions. We reiterate that one should use the MLL methods that (i) are interpretable, so that
the law-enforcement can understand why a URL is deemed malicious, and (ii) can quantify the
confidence or uncertainty associated with a prediction. Both are important for justifying law-

enforcement actions against a blakclisted website.
4.3.6 Probabilistic Classification with Interpretation

A trained ML model makes probabilistic predictions on URLSs, while interpreting its predictions.
The probabilistic classification can be evaluated using the standard metrics, such as accuracy, AUC
score, precision, recall, and F-1 scores [169]. For a given feature vector representing an entity, the
law-enforcement uses the classifier to predict the probability that the corresponding entity (i.e.,
host or domain) as malicious (M) or compromised (C). Moreover, there will be a explanation set
E; = {¢}; U {d) 1} (jx) corresponding to the i-th entity. Both the probabilistic predictions and

interpretations will be leveraged by the Decision-Making module.
4.3.7 Decision-Making Module

This module leverages the output of the probabilistic classification and interpretation module to
help the law-enforcement make decisions. At a high level, if an entity associated with a URL,
is predicted as malicious (M) with a high probability and a satisfactory interpretation, the law-
enforcement should shut down the entity. If it is predicted as compromise (C) with high probability
and a satisfactory interpretation, then the law-enforcement should notify the corresponding host
or domain owners to clean up. Otherwise, if the probability is not high (e.g., < 70%) or the
interpretation is not satisfactory enough then the law enforcement should send the URL to human

analysts for further analysis.
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Figure 4.6: Flowchart of the decision-making Module.

Figure 4.6 highlights the flowchart, which can be understood via the following example. If the
length of an entity’s name string is the main contributor to the maliciousness prediction and the
length is less than 10 characters, then it is not conclusive to shut down the entity. If the number
of unique alphanumeric characters contained in the entity’s name string is an indicator and this
number is large, while there are other indicators (e.g., a large digit ratio, a large number of tokens
in the entity’s name, a large number of redirects, or a large number of passive DNS queries), then

it becomes satisfactory that the website is malicious and should be shutdown.

4.4 Case Study

Now we present a case study on applying the framework to help the law-enforcement to cope
with blacklisted URLs. For this purpose, we use a blacklist, PhishTank because it is open-sourced
and easy to reproduce research results and widely-used in literature for similar research purposes.
Moreover, PhishTank does not provide any categorization for either malicious or compromised

websites, thus making it suitable for the proposed law-enforcement perspective.
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4.4.1 Blacklist Collection

We collect the blacklisted URLSs from PhishTank during May 4 - 10, 2021. These 7 days blacklist
URL distributions are presented in figure 4.7, where we have collected 12,843 unique unlabeled
URLs referred as D,; within these seven days combined, which is used as an input for the labeling
process. The figure 4.7 also depicts that there are on average around 9,700 unique URLs each
day that remains constant (e.g., duplicate URLs) within the blacklist where the number of newly
added (e.g., new URLs) or deleted (e.g., Removed URLs) URLs on each day is ranged between
400 to 800 unique URLs. The cumulative is calculated by adding the ‘new URLSs’ on each day but

without removing any of the ‘removed URLs’ from the blacklist.

== Duplicate URLs == New URLs == Removed URLs URL blacklist size
== Cumulative URL blacklist size
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Figure 4.7: The distribution of the URLs in PhishTank blacklist during 7 days (May 4 - 10, 2021).

4.4.2 Characterizing Module

This module answers RQ1 by characterizing the URLs to determine the appropriate entities on
which the law-enforcement should act upon based on the associated hosting services. In this study,

we curate a list of 61 publicly known reputable hosting services. We extract hostnames and domain
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names from the 12,863 URLs, leading to a total of 7,482 unique hostnames. This means that
many URLs have the same hostname but different paths. Among the 7,482 hostnames, there are
8 hostnames that are directly related to some known hosting services and they are notified of the
URLSs if encountered. For the rest 7,474 (= 7,482-8) hostnames, 2,707 are only domain name (i.e.,
meaning h; = d;); among the rest 4,767 hostnames (where h; # d;), 1,590 have their domains
associated with hosting services, meaning that the law-enforcement should select entity en; = h;
to take actions; for the rest 3,177 (=4,767-1,590) hostnames, their domains are not related to any
hosting services, meaning that the law-enforcement should select entity en; = d; to take actions.
In total, we get 6,195 unique entities, where 4,605 are unique domains (derived from the 5,884 =

3,177+2,707 hostnames) and 1,590 are unique hostnames to quantify through the framework.
4.4.3 Labeling Module

In our case study we leverage VirusTotal to infer the labels of the selected entities corresponding
to the URL in PhishTank blacklist because not all entities are bad. We use the following heuristics
to approximate the ground-truth dataset of the URLs on L. For a given URL, we use its entity (i.e.,
hostname or domain name), which is the output of the characterizing module, to query VirusTotal.
An entity is deemed malicious (M) if 3 or more VirusTotal detectors say it is malicious; an entity
is deemed compromised (C) if no VirusTotal detectors deem it as malicious; otherwise, an entity
is disregarded because we consider binary classification. In our experiment, the initial blacklist
size is |£| = 12,863, from which we obtain a total of 6,195 unique entities, which (equivalently,
their corresponding URLs in £) are denoted by D.,i1,. Among the 6,195 entities, 968 are labeled
as compromised (C) denoted by D,,,,, and 4,017 are labeled as malicious (M) denoted by D,
leading to a total of 4,985 entities, denoted by Djupeieq = Deom U Dinar; While noting that the other

1,210 entities are disregarded.
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4.4.4 Feature Extraction & Analytics Module

Extracting Feature Values. For the feature of brand name in hostname ( f1), we curate a list of top
5,000 domains from Tranco [106] on the day of blacklisting and extracted the domain part (e.g.,
“example” from example.com) as the brand name. We only consider the brand names with
string length greater or equal to 4 because shorter ones can include a lot of noises (e.g., ‘fb’ is
a brandname of Facebook but other benign legitimate domains / hostnames such as ‘fbox’ could
also include ‘fb’ as a sub-string, which causes ambiguity). If any brand name is present in the
hostname or (sub)domain name, we set feature f; = 1, and f; = 0 otherwise. For feature f,, we
use dnsTwist [59] to generate typo-squatted domain names based on the top 5,000 brand names
mentioned above. This leads to 24,213,971 twisted domains. Among these twisted names, we
keep the ones with length greater than or equal to 4 for the same reason as mentioned above and
assign fo = 1 if twisted brand name is present, and f, = 0 otherwise.

For deriving the values of features f5 to fy, we use the hostname and domain name contained
in Djgpereq. For feature fio, we use the python requests module with an entity en; as input. If
entity is unreachable, then we set f1yp = 0. For features f1; and fi5, we query the CIR.CL passive
DNS database [48] for the ‘A’ record and ‘NS’ record corresponding to the entity in Djgpeseds
which. gives us a hint on the corresponding host’s or domain’s past activities. We sum up all the
‘A’ and ‘NS’ record counts for f1; and fi4, respectively. For feature f;3, we use the python module
dns.resolver to resolve the name servers corresponding to the domain name and cross-check
if the self-resolving name server is present (f;3 = 1) or not (fi3 = 0).

For feature f1,, we extract the Tranco rank list corresponding to the dataset time-frame. We set
f14 to be the rank of the domain name if it is on the list of Tranco; otherwise, we set is to be the
lowest rank or 6,000,000 because it is the size of the Tranco list. For feature f;5;, we also use the
Tranco list and the hostname for determining the value of f5.

For feature fi4, we rely on a third-party open-source penetration testing tool sublist3r, which
uses OSINT [140] to query from search engines (e.g., Yahoo, Bing, Baidu, and Ask) and other

threat intelligence feeds (e.g., Netcraft, ThreatCrowd, DNSDumpster, and ReverseDNS).
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Feature Values Analysis. We first analyze the correlations between features. By analyzing the
Pearson correlation [19] among the numeric features, we find no significant correlations between

the numeric features since their correlation coefficient is less than 0.5 between all pair of features.
4.4.5 Training Interpretible ML Model Module

We use the labelled data, Dj,peieq, fOr training and testing interpretible ML classification models.
We randomly select 80% of data, Dy qin € Digpered, fOr training and the remaining 20% of data,
Diest = Diapeted — Dirain, for testing. The training set (| Dyy.q:,|=3988) contains 3,219 malicious
entities and 769 compromised entities, while the test set (|Dyes:|=997) contains 798 malicious
entities and 199 compromised entities.

In our experiments, we consider the following ML models: Explainable Boosting Machine
(EBM) [96, 129], Decision Tree (DT) and Random Forest (RF). Since the last two models are
well-known, we only briefly review EBM. EBM a tree-based cyclic gradient boosting model [129],
which improves the generative additive mode (GAM) [239]. In a GAM, the model outcome is
f(Elys]) = Bo + > ¢, meaning that summation of individual feature’s contribution is added to
the model along with a co-efficient fy; in EBM, the model outcome is f(E[y:]) = fo + Y ¢} +
> ¢’ 1» which contains another summation of the pair-wise interactive feature contributions ¢;
where j # k. These feature contributions can be deemed as the explanation set, denoted as E; =
{p1,..., b16, P12, .., 01516} Where 16 is the total number of actual features for this case study,
which quantifies the contributions of individual features as well as pairs of features for the predicted
label of entity en,. Here, EBM is chosen because EBM provides the probabilistic quantitative
classification along with the interpretability at the individual prediction outcome both of which are
required in the proposed framework. Moreover, explainability provides transparency and trust in

classification of highly imbalanced datasets.
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4.4.6 Probabilistic Classification With Interpretation Module

This module answers both RQ2 and RQ3 through the use of probabilistic label prediction for a
given entity, and the corresponding visualization of an explanation set, respectively. In our experi-
ments, we use the InterpretML platform’s visualization to particularly answer the RQ3. Table 4.2
presents the EBM model and the other ML models’ (i.e., accuracy, AUC score, weighted preci-
sion, weighted recall, and weighted F'-1 score). We observe that EBM performs better than the two
other models. Moreover, EBM offers interpretations for individual predictions, which is important
to the law-enforcement for effective decision-making on certain entities. Therefore, we will focus
on EBM in the rest of the paper. The following Decision-Making module provide examples for
use cases of the framework.

Table 4.2: Performance Metrics of the ML Models on Dy

| Models | Acc | AUC | Precision | Recall | F-1 Score |
EBM | 8 +1% | 0.87 0.86 0.98 0.92
RF 84+ 1% | 0.83 0.88 0.93 0.86
DT 82+1 0.72 0.88 0.88 0.88

4.4.7 Decision-Making Module

This module answers the RQ4 by aiding the law-enforcement with the appropriate decision support
based on the satisfaction with the quantitative predictive classification and the visualized explana-
tion set (i.e., interpretation). For blacklisted entity en;, in this module the law-enforcement receives
a prediction probability y; for the entity to be malicious or compromised, together with an expla-
nation set F; as visualized through InterpretML platform shows top contributing features for that
prediction. In what follows, we use examples to show how the system can indeed support the
law-enforcement decision-making process.

Example 1 (Malicious — Takedown). There are maliciously registered websites abusing hosting
services such as the inmotionhosting. com. Figure 4.9 shows one example. In this example,
the EBM classifier predicts the hostname in question as malicious (M), with the explanation that

several indicators—such as the number of name server records (22272), digits ratio (0.10), entity
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length (29.00), unique alphanumeric characters (15.00) —make significant contribution to the ma-
licious prediction; whereas, a few other features—such as the number of A records, number of dots,
domain rank, number of tokens, self-resolving NS, max token length, and number of hyphen—
contribute to indicate that the hostname is compromised (C). However, we observe that the predic-
tion by the interpretable EBM classifier is made as malicious (label value 1) with a high probability
0.868. As a result of both the high prediction probability and the strong explanations, the law-
enforcement should takedown this hostname secure285[.]inmotionhosting.com and
possibly notify the domain owner inmot ionhosting. com for clean up because it is a hosting

service provider.

secure285.inmotionhosting.com ,
Predicted (1): 0.868 | Actual (1): 0.868

numA_Records (74.00)
numbDots (2.00)

domRank (3463.00)
numNS_Records (22272.00)
digitsRatio (0.10)
numTokens (3.00)
selfReslvNS (1.00)
maxTokenlLen (15.00)
entityLen (29.00)
numHyphen (0.00)
numUniqChars (15.00)
domRank x numDots
numTokens x numNS_Records
domRank x entityLen
num_of_subdomain (0.00)
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Figure 4.8: Example 1: malicous — takedown.

Example 2 (Compromise — Notify). Oftentimes there are many legitimate business website that
gets compromised by attackers and abused to wage cyberattacks, which place them into blacklists.
But it is very important that law enforcement identify this legitimate entities and try to notify them
asap for cleaning up. Figure 4.9 shows one example of a compromise case where the framework is
predicting the input entity 123formbuilder. com. In this example, the EBM classifier predicts
domain name in question as compromised (C) with explanations that indicators—such as hostname
ranking (7070), number of A records (96), number of tokens (2.00), number of dots (1.00) —make

significant contribution towards the compromise prediction. There are few indicators—such as
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digit ratio and (domain rank x entity length) —make some contributions towards the malicious
(M) prediction. In this particular case, the prediction probability for class C is 0.916 which is very
high and trustworthy along with the strong host rank features. Hence, it is quite trustworthy that

the domain name is compromised in this case and thus be notified by law-enforcement.

123formbuilder.com
Predicted (0): 0.916 | Actual (0): 0.916

hostRank (7070.00)
numA_Records (96.00)
numNS_Records (300.00)
domRank (7070.00)
domRank x numDots
numTokens (2.00)

numDots (1.00)

digitsRatio (0.17)
numNS_Records x numDots
numHyphen (0.00)
wumTokens x numNS_Records
domRank x entityLen
numRedirects (1.00)
numNS_Records x domRank
num_of_subdomain (1.00)

=15 =5 -0.5

o

0.5

Figure 4.9: Example 2: Compromised — Notify.

Example 3 (Compromise — Further Analysis). In this example, the domain name
whyymedia [ .]com.aucorresponds to available domain under the hosting domain h2osupportservic:

It is definitely not a malicious website for now, but we do not know for sure it it is a safe site in the
future. It is blacklisted by PhishTank. As highlighted in Figure 4.10, the EBM classifier predicts
it as compromised (C) rather than malicious (M), while only 3 features contribute to supporting
the prediction that the domain is M rather than C. However, the probability of class C predic-
tion is 0.611, which infers there is uncertainty associated with this prediction. Thus based on the
decision-making module recommendations as shown in the flowchart described in Figure 4.6, the
law-enforcement should not take actions (e.g., notify or takedown) without conducting a further
analysis. Our manual verification on a later date, which is more than 10 days after the URL is

blacklisted by PhishTank, confirms that the associated domain name is indeed legitimate but may
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be taken by attackers in future. Hence, further analysis will justify the corresponding action.

whyymedia.com.au
Predicted (0): 0.611 | Actual (0): 0.611
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Figure 4.10: Example 3: Compromised — Further Analysis.

Example 4 (Malicious — Further Analysis). Figure 4.11 shows an example, where sctrlgin[.]com
is blacklisted by PhishTank. The EBM classifier predicts it as malicious (M) with a probabil-
ity of 0.675. Moreover, the classifier does not give a convincing interpretation on the predic-
tion. Specifically, only few features—such as the domain rank (6000000) and number of redirects
(0.00)—contribute to predicting it as M, which is not convincing enough. This would give the
law-enforcement a low confidence in the prediction, suggesting that the law-enforcement should

conduct a further analysis on the domain name in question.

4.5 Related Works

Although the law-enforcement perspective is a comparatively newer dimension in dealing with
blacklisted websites, the problem of malicious websites has been extensively investigated (see,
e.g., [134,219]). While the literature studies are loosely related to ours, it’s worth discussion by
divided them into the following categories.

First, few recent studies mention the notion of compromised websites in the same sense as ours

(i.e., they are owned by legitimate users) [57,138,165]. However, these studies do not consider the
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Figure 4.11: Example 4: malicious — further analysis.

notion of compromised hostname and compromised domains separately.

Second, from an interpretability point of view, most studies deal with the detection of mali-
cious website or phishing URLs via black-box ML models, which often provide highly accurate
models but lack interpretability and cannot be used for law-enforcement (e.g., takedown, notify)
purposes. Recently, Silva et al. [57] use the LIME explanation method on the random forest model
to provide global feature explanations but not individual predictions. In our case study, we use the
EBM model for individual prediction interpretations, which the EBM model is also used to detect
phishing URLs [84].

Third, there are studies focusing on the detection of phishing webspages or URLs [49, 116].

Fourth, there are studies on leveraging new kinds of information to detect malicious domains.
For example, Bilge et al. present EXPOSURE [22], which leverages passive DNS analysis to
detect malicious domains; their study inspires us to use the CIR.CL passive DNS dataset and
incorporate ‘A’ records and ‘NS’ records as features in this study. Another proactive defense tool,
PREDATOR [79], aims to detect domain abuses at the time of registration, which is effective
against bulk registration events.

Fifth, with the increase in adoption of data-driven methods few recent studies [75, 198] have

proposed using web and data analytics to detect malicious fast-flux and cloaking-based web do-
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main and campaigns.

Sixth, there are studies on sophisticated attacks and defenses. For example, attackers may re-
register expired benign domains to exploit their residual trust and evade reputation based detection
(i.e., domain drop-catch).

Seventh, the notion of adversarial malicious website detection has been studied in [224]. More-
over, Studies [17,99,200] investigate how impersonation and combo-squatting can evade detection
by blacklists for a long time, further justifying the incompleteness of blacklists.

Eighth, study [26] presents the importance of deigning cybersecurity for protecting people from
malicious actors.

Ninth, study [62] highlights a systematic survey on the usage of data-mining and analytics

techniques to aid law-enforcement policing in different aspects.

4.6 Chapter Summary

We presented a framework to help the law-enforcement deal with blacklisted websites, namely tak-
ing the appropriate data-driven decisions in terms of (i) whether a domain or host should be treated
as the entity for action and (ii) whether the entity should be shut down or notified to the stakeholder.
The framework leverages interpretable ML techniques and quantitative classification, which is es-
sential in website maliciousness where datasets are highly imbalanced. Our case study shows that
the framework is useful, the results are accurate, but there are rooms for improvement. In the fu-
ture, the framework can be enhanced to incorporate ways to analyze quality of the interpretations
of ML models and to understand why misclassification happens for a complete law-enforcement

decision-support system framework to cope with blacklisted websites.
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CHAPTER 5: DISCUSSION AND CONCLUSION

In this Chapter we discuss the limitations of the dissertation study, future research directions, and

dissertation conclusion.

5.1 Limitations of the Dissertation Study

The dissertation study has a number of limitations, in terms of the characterization of themed
threats, the detection of themed malicious websites, and the support to law enforcement in coping

with malicious websites. These limitations represent some research directions.
5.1.1 Limitations on Characterizing the Landscape of Themed Threats

The study on characterizing the landscape of themed threats, which was presented in Chapter 2,
has the following limitations. First, it only uses the Cyber Kill Chain to map the attack steps for
themed attacks. Nevertheless, there are other security frameworks, such as the MITRE ATT&CK.
It is interesting to map these frameworks to themed threats and compare which framework may
provider deeper insights.

Second, the characterization study focused on the COVID-19 incident as a case study showing
how attackers have exploited emerging incidents as themes. However, there are other kinds of
incidents that can be exploited to wage themed attacks. These incidents may be different from the
COVID-19 one in some sense, and these differences are not systematically studied in the disser-
tation (e.g., how the differences may lead to different characteristics). Two candidate themes are
election and wars, such as the ongoing Ukraine War. While a full-fledged investigation is beyond
the scope of the present dissertation, in what follows we sketch what should be considered when

investigating these issues.

* In the case of election-themed attacks, the attack vector would be very similar to, if not ex-
actly the same as, the COVID-19 themed attacks, including malicious websites (e.g., themed

phishing, malicious payloads in themed websites), malicious emails (e.g., malicious attach-
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ments), malicious messages (e.g., persuasive texts), malicious mobile apps (e.g., mimic
apps), and misinformation/disinformation through social and online media campaigns. How-
ever, there would be differences in terms of the attacker’s objectives and the scale of the at-
tack propagation. For example, election-themed attacks typically target one specific country
or region. Moreover, these attacks could be waged by nation-state attackers (e.g., Rus-
sian interference in the 2016 election through fake news and troll behavior in social me-
dia [14,131]). These attacks often do not just attempt to steal credentials, get ransom, or
conduct lateral movements; rather they also attempt to achieve more strategic goals, such as
manipulating election results [21], bringing chaos and divisions to societies [13], breaching
sensitive data, suppressing the voters’ turn-out and making the legitimacy of an election or

even the entire democracy system questionable [54].

In the case of war-themed attacks, the targeted victims also belongs to a specific region
(or country). Moreover, websites, emails, and/or messages are themed with attractive war
lures (e.g., Russo-Ukraine war updates). These attack vectors are often linked to phishing
websites or malicious payloads (e.g., malware, ransomware, adware). The objectives of the
attackers include both financial gains and state-sponsored strategic interest [108]. In addi-
tion to credential stealing/harvesting (e.g., passwords, username) and economic gains (e.g.,
fake fundraising scams, fake RedCross donation scams, ransomware attacks), war-themed
attacks may focus on cyber espionage (e.g., hacking / attacking against critical infrastruc-
ture), Internet disruption (e.g., government websites defacement), and war-related disinfor-
mation websites [104]. Moreover, the targeted victims may be primarily geared toward top
government officials or high-risk individuals because they might hold sensitive or critical
information that may be exploited to change the trajectory of wars. In terms of techniques,
these attacks may leverage APTs and malware through themed file attachments linked in
emails or messages [108]. To characterize war-themed attacks in the case of the ongoing
Russo-Ukraine war, one may group them into two categories: pro-Russia and pro-Ukraine;

this categorization is not relevant to, for example, the COVID-19 themed attacks.
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The preceding discussion highlights the sort of adaptations that would need to be made when
adapting the characterization study of the COVID-19 themed threats to other kinds of themed
threats. Going beyond the two example incidents or themes mentioned above, we observe that
attacks leveraging more hyped incidents would reach out to a larger population of victims. Again,
this provides a natural prioritization for defenders when defense resources are limited.

Third, the defense and solution spaces are discussed briefly as most of the attack types (e.g.,
Phishing, Frauds) are well known and some variation of social engineering techniques to victimize
user trust by creation a false sense of trust and cash-in the popular interest at the time of the event.
It would be exciting research direction to systematically and quantitatively investigate the role of
social engineering attacks in these contexts; for this purpose, good first steps have been presented

in [128,147,148,183].

5.1.2 Limitations on the Detection of Themed Malicious Websites

The proposed detection methodology of themed malicious websites presented in Chapter 3 has
several limitations, ranging from its way of inferring ground-truth labels, potential data imbalance
issue, incompleteness of data, ML model interpretability, potential inadequacy in accommodating
language differences, and potential incapability in dealing with other kinds of themed threats.

First, it uses a heuristic method to determine the ground truth. This heuristic method can only
approximate the ground truth because the data sources (i.e., CheckPhish and DomainTools feeds
in this case) may contain some errors, which we could not verify when conducting the study. One
research direction to alleviate the problem is to leverage the more advanced methods that have been
proposed for a similar purpose [28-30,61].

Second, it could not avoid the data imbalance problem, meaning that the resulting detectors
or classifiers may be slightly biased towards the majority class even after the oversampling of the
minority class. However, this resembles the real-world scenarios where malicious websites and
benign websites are almost never equal.

Third, it only considers the host-based WHOIS and URL lexical features, but not the website
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contents or the network layer features because of the retrospective nature of the study.

Fourth, interpretable ML is not used in the detection case study, which can be leveraged as
shown in the corresponding law-enforcement framework (Chapter 4) to explain individual detec-
tion and actions against the themed malicious websites.

Fifth, it shows that the python library wordninja [12] can make bad splits at times (e.g.,
when a domain name is seemingly in English characters but actually in another language). This
can impact the retrieval of keywords in domain names written in other languages. This means that
future research needs to extend the study to incorporate other languages to split domain names into

meaningful words in other languages.

Data Collection | Feature Definition & _ Data
Extraction Pre-processing
- Themed Malicious Generic features: - Feature Selection
Websites - WHOIS based - Data balancing
- Benign Websites -TLD based - Training Data
- DNS information

- Test Data

Theme-specific features
- Lexical

- Keyword based

- Content based

eaCh Wi |n teSt data ." .......................... .
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> 1 Ll Trained ! L

Testing i Classifiers 1 Training

Figure 5.1: Adapted the methodology for detecting COVID-19 themed malicious websites (Figure
3.1) to detect other kinds of themed malicious websites

Sixth, we observe that there is a similar trend of themed domains and websites associated with
the ongoing Russia-Ukraine war [51,174]. Although the dissertation does not investigate specifi-
cally how to detect other themed attacks than the COVID-19 one, our detection methodology can
be adapted to detect other kinds of themed malicious websites. Figure 5.1 highlights how the

methodology (as shown in Figure 3.1) we used to detect COVID-19 themed malicious websites to
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detect the other types of themed malicious websites. The key adaptation is in the Feature Defini-
tion & Extraction component, by distinguishing generic features (e.g. WHOIS, TLD, and DNS
information) from theme-specific features (e.g., domain name lexical information, keyword, and
web page content information). For example, theme-specific features would be adapted to reflect
the theme, such as pandemic vs. war vs. election. When further adapting the framework to de-
tect themed attacks that exploit emails rather than websites, the generic features would need to be

adapted to reflect the email infrastructure rather than the web infrastructure.

5.1.3 Limitations on the Study on Supporting Law-enforcement

The law-enforcement framework presented in Chapter 4 has some limitations, ranging from the
ML model interpretability, the potential inadequacy of the method in determining ground-truth
labels, the incomplete information that is used to describe websites. Nevertheless, the present
study presents, to the best of our knowledge, the first step in automating the (hypothetical) process
that would be used by the law-enforcement in coping with malicious websites. We are not aware
of any documents on how the law-enforcement has been taking further actions against themed
malicious websites after identifying some of them. This is may be caused by the lack of laws
which authorize the law-enforcement to take further actions. It is worth mentioning that while
there have been authorized law-enforcement actions on tearing down botnets [52, 58, 159], it is
not clear whether such actions can be automatically extended to accommodating themed malicious
websites.

First, the case study is outlined with only the EBM model [164] as a representative of inter-
pretable ML models because we want to provide explanation for individual prediction outcomes.
Even though the literature states that EBM is often more intelligible and higher performing than
the Random Forest model, which is often successfully used in malicious website detection [125],
we have not compared the EBM model results with the other explainable ML methods.

Second, in the current framework we rely on VirusTotal (VT) for labeling websites, but VT

is not perfect [204], meaning that the resulting labels may have some ambiguity. We observed
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that in some cases where the website is already removed from the blacklists and the corresponding
domain is deleted, in such cases the VT considers the website as benign, but in reality their domain
name lexical features should indicate malicious behavior. This may be addressed by adapting the
methods presented in [28-30,61].

Third, we do not use any WHOIS features because of potential concerns in relation to the
GDPR [203], which hinders our model performance. However, this also gives us the opportunity
to observe model performances for classifying truly malicious websites from the compromised
ones without using sensitive WHOIS information (i.e., private information).

Fourth, we do not analyze or leverage website contents for this study. It would be interesting
to investigate whether accommodating website contents would substantially increase the detection
capability.

Fifth, the quality of explanations and further evaluation need to be quantified in future studies.
This represents a big challenge which does not appear to have been even recognized by the research

community.

5.2 Future Research Directions

In addition to addressing the preceding limitations of the present dissertation study, there are ex-
citing directions for future research.

First, data-driven defenses against malicious websites falls under the umbrella of cybersecurity
data analytics, or more specifically machine learning based data analytics, which is on par with
other kinds of cybersecurity data analytics, such as: algorithmic data analytics [67, 68, 70,72, 81,
82], statistical data analytics [64,65,69,170,171,173,201,226,227,240,243], or information theory
based data analytics [37]. Machine learning, especially deep learning, based cybersecurity data an-
alytics have many applications, such as malware / attack detection (including adversarial malware
detection) [66,94,95,110-113, 151-154], software vulnerability detection (including adversarial
software vulnerability detection) [118-122, 249, 250], software attribution (including adversarial

software attribution) [117], cyber threat hunting [132, 139, 144, 192], anomaly detection from host
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/ network logs [15,176,177,193,216], and time series prediction or forecasting (especially multi-
variate time series forecasting) [63]. Given all these kinds of cybersecurity data analytics, it would
be interesting to unify them into a single theory of cybersecurity data analytics.

Second, cybersecurity data analytics are often geared towards certain cybersecurity metrics,
such as attack rates [65, 69,170, 171,173,201, 226, 240, 243] or breach rates [64,227]. Although
the problem of cybersecurity metrics (and quantification) is known to be notoriously difficult, or
hard problems [50, 162, 189], significant progresses have been made recently [34—-36,38,42,43,86,
145,163,169, 180,210,211, 236,245]. This prompts an exciting future research direction: What
kinds of cybersecurity data analytics are suitable for investigating, such as forecasting website ma-
liciousness, and what kinds of cybersecurity metrics? What kind of metrics are suitable to assess
the quality of the individual interpretations (i.e., explanations)? Is the explanation stable enough
with data perturbations? Can user study of the law-enforcement model reveal the quality of the ex-
planation? Can we provide confidence measures for individual probabilistic prediction outcomes,
meaning if a model predict any website as malicious with probability p, can we determine what is
the confidence or reliability of such prediction with a score ¢ € [0, 1]?

Third, it is known that cybersecurity data analytics is one pillar, which is on par with the other
two pillars in cybersecurity metrics and cybersecurity first-principle modeling, under the umbrella
of the broader Cybersecurity Dynamics framework [229-231,235]. There are several families of
first-principle cybersecurity dynamics models, such as reactive and preventive vs. adaptive vs.
proactive vs. active, with a rich body of results, especially rigorously characterizing the evolu-
tion of the global security state of a network under respective kinds attack-defense-use interac-
tions [36,53,77,78, 114,124, 130, 225, 228, 232-234, 237, 246, 247]. However, these theoretical
studies often make some assumptions. Cybersecurity data analytics or data-driven studies can be
applied to validate or invalidate these models and/or the assumptions that are made by them. There-
fore, it is an interesting research direction to answer the following question: What kinds of cyber-
security data analytics are suitable for validating or invalidating what kinds of first-principle cyber-

security dynamics models? How should we build first-principle cybersecurity dynamics models to
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characterize the evolution of (themed) malicious websites? How should we build first-principle
cybersecurity dynamics models to characterize the arms races in the context of (themed) mali-
cious websites? How can we build a more complete and automated trustworthy Decision-Support

System (DSS) for cyber defenders to act reliably against (themed) malicious websites?

5.3 Dissertation Conclusion

In summary, the dissertation achieves the goal of characterizing themed malicious websites their
attack sophistication, providing methods on how to detect these themed malicious websites, and
presenting a framework to support the law-enforcement in dealing with blacklisted websites. It
shows how the Cyber Kill Chain model can be leveraged to characterize the threats of themed ma-
licious websites as well as their attack tactics. It introduces a methodology to detect themed mali-
cious websites and domains by using supervised machine learning models (e.g., Random Forest).
It investigates how to help the law-enforcement in coping with blacklisted websites, which may
contain false-positives in the sense that a blacklisted may be actually benign, or actually owned
or operated by a legitimate user but has been compromised and then abused to wage attacks. It
shows how interpretable machine learning (e.g., Explainable Boosting Machine) can be leveraged
to provide a more trustworthy and transparent law-enforcement decision-making mechanism via
quantitative probabilistic class prediction as well as individual prediction outcome explanations
(e.g., local explanations based on features).

From a conceptual point of view, the dissertation highlights that trustworthy decision-making
by both the law-enforcement and the defenders who use machine learning models to detect or
classify malicious websites should have causality and interpretability grounds to make trustworthy
decisions.

We hope the present dissertation, especially the future research directions outlined above, will
inspire many more studies gearing towards a more robust and trustworthy Decision-Support Sys-

tem (DSS) to take effective measures against malicious websites.
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